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Abstract. During thepast couple ofears the amount of connections into SCADA
(Supervisory Contrdhnd DataAcquisition systems has increased rapidly. At the
same time SCADA systems have @rame using proprietary protocols and software

to using the same standard solutions as administrative IT sistaneensequence

the SCADAsystems are now beiegposed to threats and vulnerabilities they have
never been exposed to before and to a much greater extent tham@adiprmake

the work with SCADA security easseveral standards and guidelines have been
developedThere also exist general infaiorasecurity standards that are bagey;
however here exists no overview bbw these standards/guidelines prioritize
countermeasures and how SCADA specific standards differ from the general
information security standards. This thesis investigatels SGADA security
standards/guidelines that exist and try to measure how they prioritize
countermeasures. This is then compared to the general information security standard
ISO 17799A delimitation of this thesis isrot deal with the physical secuityhe
systems. The execution of this thesis includes the following five steps:

e |dentification ostandards and guidelines

e Gathering of attacks and countermeasuoeggioned in the documents
e Dividing of the attacks and countermeasures into groups

e |dentification of keywords associated with each group

e Compilation of the results when searching for the keywords

The results show that theeistthreeprominentstandardsDHS, NIST Guide and

ISA. Some of the more important areas of countermeasures are phyptogra
authentication, authorization, firewall, intrusion detection. The comparison with 1SO
17799 showshat the SCADA specific standatdsk focusin the area ohon

technical countermeasures. One conclusion is that all the standards have the same
core ifformation but they all have different fognsome cases the difference can be
substantial Therefore the choice of which standards to use should be carefully
consideredf ISO 17799 is the standard that is currently being useti¢htexhnical
counteémeasureis most likelthe areavherethe most workis needed

Keywords. SCADA Security Standards, Prioritization of countermeasures,
Comparison between standai8© 17799
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1 Introduction

This chapter will give the background to this master thesis and present the purposelandlgoals.
alsogive the delimitations of the thesis and ameut ths report

1.1 Background

SCADA (Supervisory Control And Dafecquisition systems are used to supervise and control
infrastructureThese systems have existed for a long time andenaleped asomputer capacity

has increaseés computers havedmne more advance and comexhave SCADA systeriibie
development 08ECADA startedbefore the time othe Internetin a period of time when the-IT

security needed mostly consisted of protecting the physical access to the computers of the system
During the last ten years the number of connections into SCADA systems and the use of Internet
based techniques have increased rapidly. SCADA systems have also gone from using proprietary
protocols and software to using the same standard solutiadsiiasstrave IT systemsAs a
consequencthe SCADAsystems are now being exposed to threats and vulnerabilities they have
never been exposed to before and to a much greater extent thai ceanbdie things even more
troublesome, normal state of the art secaoltitions are not always applicehlBCADA systems

One reason for this is the different requirements on for example perfdsetaeesn administrative

IT systems and SCADA systefigen though SCADA systems reseradiainistrativéT systems

there arsome important differences. SCADA systems are for example more time critical, have higher
demand on availability and are often more difficult to upgtéfe.

To help make the work with SCADA security easteral standards and guidelines have been
developedThere exist several organisations that work withinitlisding AGA, NIST, CPNI, IEC

and NERC. Some of these organizatitike NIST, develop several different standashd
guidelineslealing with difirent areas of SCADA secyrithile otherslike AGA focus on specific
areas. In the Usbme standards are mandatory, amongst these NERC -O0P[ad2

This thesis is sponsored 8yenska KraftndiSvK) and the SwedishviCiContingencies Agency
(MSB) SvKsactivities stretch over several areas such as
e Administration and operation of the Swedish power grid
e Responsibility of the balance and security within the power grid
e Coordination of the electricity supply in crisiatsitos
e Telecommunication necessary to remotely supervise and operate the power grid
Central to SvKs operation is the SCADA systems used to control and supervise the power grid in real
time. The system supervises and controls components spread ovegeadesipbical area. Since
SvKs SCADA system is necessary to ensure continued electric distribution in Sweden there is great

reason to protect the system from external and internal tBrdétis currently using the general
information security standard 1$0799.
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1.2 Purpose and goals

The purpose of this master thesis ismjorove knowledge in the area of IT secstéagdards and
guidelinesor SCADA systems and to gain a better understanding of what can be done in addition to
the various measures suggdsd®017799

Thegoals of this master thesis
e To create an inventory of availati@ndards and guidelireesd measuréheir level of
density
e To discover the prioritization of countermeasures staheards and guidelines

e To compare a selected grouphafsestandards and guideliragminst ISAL7799and be
able to show the differences between them

1.3 Delimitation

The physical security ofettsystenms important but it is nathe focusof this thesis Therefore
physical countermeasures are not a pareqgpribritization and it has not been considered when
trying to measure the levedehsityfor thestandards and guidelines

1.4 Outline

1. Introduction:

Thisfirst chapter @vean introduction to this thesexplaining the

e Background
e Purpose

e Goals

e Delimitations

2. Background on SCADA systems

The second chapter contains an introduction to SCADA systems, an overview of the differences
between SCADA systems and other IT sysieswibed in other workEhis chaptealso contains a

part in which the different orgaationsthat writesstandards and guidelinmsd thestandards

and/or guidelinethat they have writteare presented.

3. Method:

The third chapter explains the method used throughout this thesis. It explainsstenddngs and
guidelineghat are a paof this thesis were selected. Furtioee it explains howhe attacks and
countermeasur@gere found, how they were divided into groups and how they were prioritized.
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4. Data:
The fourth chapter presents the dataiiratevanto the analysis.
5. ResuliandAnalysis:

The fifth chapter analyzes the data that was presented in chapldref@malysis tries to answer
such questions as whithndards and guidelitnesre the highest leveldefnsity why is the focus of

the standards on countermeasuresshwdountermeasures are the most prioritized and what is the
difference between ISO 17799 and the SCADA sptaifitards and guidelines

6. Conclusion

This chapter draws conclusions based upon the analysis inbchapter
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2 Background on SCADA systems

This chapter aims to give background information useful when reading this thesis. This chapter
includes an overview of SCADA systems, an overview over the standardization work dortk so far

a descriptionof the differences betwee@ADA systems and normal IT systdmased on the
description ilNIST [46]

2.1 Overview of SCADA systems

A SCADAsystem is a system used to supervise and control infrastructure such as electrical power
grids, dams, telecommunicagietc. Differential for this critical infrastructutbeglemands on real

time operation and very highailability If something goes wrong these systems it may have
serious consequences like human jmjeagh or environmental damadés

History?

WhenSCADA systemwere first used in the 1930s their main use was to save in on the amount of
personnel needed on the field and to get a better overvievpddbesAs technology evolved so

did the SCADAsystems. Compit capacity increased which gave the system the ability to manage
more data. In the 1960s at@0s the main challenge was to manage large amount of data while
keeping performance high and to handle the high complexity of the systems. In those days the
stating point was that only people with physical access to the system had access to the data and even
if someone got access to the data they would not know what it meant. Computer security was not
prioritized

During the19B0s the development continued, eweme computer capacity led to more advance
functions in the system. This in turn led to the possibility to pupbwvleesystems closer to the

limit of what was physically possible. The main use of the systems evolved from being a way to save
in on personel to being necessary for normal operation.

About this time the available bandwidth started to increase. This made it possible to introduce more
measuring points into the system which in turn led to the introduction of more components. To
decrease theedendency on specific vendors the communications between the central server and the
components of the system was standardizgarticular the communications to ria@oteterminal

units (RTUs)were standardized by IE@ this standardization no attentiwas directed to the
security issues. The communications were not encrypted and could easily be eavesdropped on.

In the end of thd M0s the rapid development of the IT area created many new possibilities for what
could be done with IT systems. It beegropular to connect systems and this led an increase in the
number of connections into tHRCADA systemsthis included an increase in the number of
connedbnsto the internet. Along with this the use of standardized protocols and software solutions
increased. The use of standardized protocols and software solutioas lecréasén the number

of knownvulnerabilitie®f the systes) the SCADA systems were suddenly vulnerable to the same
exploits a®rdinarylT systems. This has become very clebrseine of the latest years incidents
with computer viruses and worms spreattinge systemfs0] Some of these vulnerabilities are
extra troubling in SCADA systems because some of the solutions applied in the gendrabiT worl

! The information in this section is a summary of chapter 2.4 from[32]
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not be applied in SCADA systems. The refasdhis is the difference in demands betvoegimary
IT systems and SCADA systda®] For more about this see chagt@r

The use of SCADA Systms

SCADA systems range from being relatively simple to extremely complex. The system can contain
thousands of different assets capable of measuring and/or controligngcttes The different

assets are usually geographically dispersed, sometimbsusagds of square kilometers. The
communication between the assets and the control system can range from high speed communication
such as®WAN to low speed communication sucthasugh theelephonesystem[46]

SCADA systemperform two main tasks. They perform centralized monitoring of the system and
they controlt. Data from all parts of the system is sent to the central SCADA server. The data is
collected, stored in long time storage and interpreted in aspect of défeeintts that has been set

by human operators. #inything unusual is detecthd systentantake action, either by sending
commands itself or by alerting a human opef46jr.
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Figure 18 A SCADASystemhttp://csrp.inl.gov/Secure_Architecture_Design.ftml

SCADA System Components
SCADA systems consist of many componsaise of the more importaaute:

SCADA Server or Master Teninal Unit (MTU). A MTU acts as the master in a SCADA system
The RTUs and PLCs usuallyactslave§46]
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Remote Terminal Unit (RTU). A RTU is a data acquisition and control unit often used in power
stations. RTUs ofterhave the possibility to usevirelesscommunicationsin case cabled
communication is not availabjé6Modern RTUsmay for exampla@lso have Ethernet ports
available and be capable of runniel serverg5]

Programmable Logic Controller (PLC).A PLC isa computeused to provide system control of
industrial processes. ldissigned to perform the logic functions executed by electrical hautivare
asrelays, switches, and mechanical timer/counte€s &e often used instead of RTUs because
they are more flexible and econoni4@]12]

Intelligent Electronic Devices (IED). IEDs aresometimes referred to as intelligent end devices.
An IED cauld also be said to laa intelligent sensor/actuatpable otollectingdata,processing
that data and use it to control the local processoamsiunicating with other devidd&€]12]

Human-Machine Interface (HMI). HMIs are the bridge between human and machines. The data
from the SCADA system needs to be presented in a way that a human can understand. That is the job
of the HMI. A human can also control the process by using the HMI. Sonid#iinare also

capable of other functions, like showing historical[d@fa2]40]

Data Historian. The data historian saves all process information in a centralserdata can be

used to perform analyses. The data is often accessed from both the control network and the
corporate network making the data historian server a possible way to gain access to the control
system[46]

Communications Routers.Routers connect separated networks and forwards traffic between them
for example by connecting a LAN to a WpM$]12]

Modems. Modems are usetb provide longdistancecommunicationghrough the telephone
network. They are often used to connect field stations with the central server. Modems are often
overlooked when it comes to security and are often used as backdoors into tf6$4&jem

2.2 Differences between SCADA systems aratiministrative IT systems

In the beginningCADA andadministrativéT systems had little in common, however during the

last years that has changed. During the last decade SCADA systems have gongdroprietary
protocols and specialized hardware and software to using standardized protecpisdantl

hardware and softwaes used inadministrativdT systemg46]12]29] At the same time the
connectivity between SCADA systems and other systems has increased dfd6j@9dallyne

effect of this is that SCADA systems resemble ordinary IT systeshsi@ the same vulnerabilities.
Security solutions exist that can praduotinistrativélT systems but these can not always be applied

to SCADA systems. The reason is that SCADA systems have other requdéinéntshe

following chapter some of the differences between SCADA systems and ordinary IT systems will be
explained.

In generalT securityit isusually sd that there are three things you want to protect. Confidentiality,
integrity and availability, this is cominoreferred to as CIA. In short to protect the systems
confidentiality is to protect the information in the system from disclosure. To protect the integrity of
the system is to protect it from unauthorized changes. To protect the availability oimhe teyste
make sure it is possible to use the data and/or resources of the system when [Bqlrested
administrativéT systemshese areisually prioritizbas CIA while in SCADA systems they might
instead be prioritized adCA[46] One reason for this is that SCADA systems work with actual
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physical processes and loss of availability could have serious impacts on the physical world. The
consequences include endangerment to human life and tpdgprokat. The typical IT system has
no interaction with physical proce$46k

The performance requirements of SCADA systemadmnuhistrativéT systems differ quite a lot

[46] SCADA systemgeatimecritical and delay or jitter can not be accefitedhroughput on the

other handdoes not need to be as high.atiministrativdT systems it is usually the other way
around. Another effect of the performance requirements is thatdmanistrive IT system the

time it takes for an operator to respond to an event might not be critical. In a SCADA system it might
be crucial that an operator is able to respond right away. It is very important that security measures in
no way prevent the operafoom executing critical commands. An example would be the use of
passwords on machines that are used to respond to critical events from the system.

Today many SCADA systems are partially built on so called legacy systems. A legacy system is an old
systenthat continues to be usdde tosome reason it is problematic to replace it. A problem with

legacy systems is that they may for example lack the possibility to do encryption or use password
protection making it impossildéeimplement security measuf46]

Change management in general is more difficult in SCADA systems ddarinistrativd T

systems. For examjheadministrativéT systemsit might not be a disastettlie system crash after

being patchedn a SCADA syst this would be unacceptable, one reason being the high demands

on availability. System patches and all other changes need to be thoroughly tested before they can be
applied. Some SCADA components might use software that is no longer supported bgrthe vend
effectively leaving them with security holes that can never be fixed. Also the components of ICS
might not always be that easy to access making it harder to update thenj46pularly.

Further problems are that all venddrSGADA systems might not allove thstalation ofthird

party applications on the systemit(anightlead to the loss @upport on the system). This would
preventthe instalétion offor example antivirus on ICS. Also the lifetime of ICS is also tbager
mostadministrativéT systems, usually-20 years (in other words there might be systems from the
80s still being used tod4H]

Table 10 The differences between administrative IT systeh&®GKRDA systenid6]

Category

Information Technology System

Industrial Control System

Performance
Requirements

Non-realtime
Response must be consistent
High throughput is demanded

High delay and jitter maybe acceptal

Realtime
Response is tirwitical
Modest throughput is acceptable

Delay and/or jitter is not
acceptable

Availability
Requirements

Responses such as rebooting are
acceptable

Availability defiencies can often be
tolerateddepending on the systé s

operational requirements

Responses such as rebooting m
not be acceptable because of
process availability requirements

Availability requirements may
necessitate redundant systems

Outages must be planned and
scheduled days/weeks in advanq
High availability requires
exhaustive prdeployment testing

-10-
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Risk
Management
Requirements

Data confidentiality and integrity is
paramount

Fault tolerance is less import@nt
momentary downtime is not a major
risk

Major risk impact is delay of busines
opea@tions

Human safety is paramount,
followed by protection of the
process

Fault tolerance is essential, ever
momentary downtime may not b
acceptable

Major risk impactare regulatory
non-compliancegnvironmental
impacts, loss of life, equipment,
production

Architecture
Security Focus

Primary focus is protecting the IT
assets, and the information stored o
or transmitted among these assets.

Central server may require more
protection

Primary goal is to protect edge
clients (e.g., field deviceshsas
process controllers)

Protection of central server is alg
important

Unintended
Consequences

Security solutions are designed arou
typical IT systems

Security tools must be tested (e.
off-line on a comparable ICS) to
ensure that they do not

compromise normal ICS operatid

Time-Critical
Interaction

Less critical emergency interaction

Tightly restricted access control can
implemented to the degree necessa
for operations

Response to human and other
emergency interaction is critical

Access to ICS should be strictly
controlled, but should not hampe
or interfere with humamachine
interaction

System
Operation

Systems are designed for use with
typical operating systems

Upgrades are straightforward with th
availability of automated dephent
tools

Differing and possibly proprietar
operating systems, often without
security capabilities built in

Software changes must be caref
made, usually by software vendq
because of the specialized contr|
algorithms and perhaps modifiec
hardvare and software involved

Resource
Constraints

Systems are specified with enough
resources to support the addition of
third-party applications such as secy
solutions

Systems are designed to suppof
the intended industrial process a
may not haveneugh memory and
computing resources to support
the addition of security capabilitil

Communications

Standard communications protocols

Primarily wired networks with some
localized wireless capabilities

Typical IT networking practices

Many proprietaryna standard
communication protocols

Several types of communication|
media used including dedicated
wire and wireless (radio and
satellite)

Networks are complex and
sometimes require the expertise
control engineers

-11-
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Change Software changase applied in a Software changes must be
Management timely fashion in the presence of go¢ thoroughly tested and deployed
security policy and procedures incrementally throughout a syste

to ensure that the integrity of the
controlsystem is mairiteed

ICS outages often must be plant
andscheduled days/weeks in

The procedures are often automatec

advance
Managed Allow for diversified support styles | Service support is usually via a
Support single vendor
Component Lifetime on the order of3years Lifetime on the order of 130
Lifetime years
Access to Components are usually local and e] Componentgan be isolated,
Components to access remote, and require extensive

physical effort to gain access to

2.3 Overview of SCADA Securitystandards and Guidelines

In this chater an overview of the different organizations that create standards and guidelines for
SCADA systems will be given. There will also be a brief introductiorstemtteerds and guidelines

that exist. This is not all the available standards but ratbkrcttors made from a Swedish
perspective. Those who have knowledge about the different organizations and the standards they
have written can skip this part without omitting necessary information.

12
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Table 2- The organization arsfardardsguidelinepresented iohapte2.3

AGA | AGA 12 Partl

CPNI | Good Practice Guide, Process Control and SCADA Security

DHS Cyber Security Procurement Language for Control Systems
Catalog of Control Systems Security: Reeoatetions for Standards Developers

DOE | 21 steps to Improve Cyber Security of SCADA Networks

GAO | Cyber security for Critical Infrastructure Protection

IEC Power system control and associated communidgabata and communication security (622
Powersystems management and associated information ex@Haatgeand communicatiof
security, Part 1: Communication network and system sedutityduction to security issu
623511

IEEE : . . . . e
IEEE Standard for Substation Intelligent Electronic Devices (IBD&r Security Capabilities
IEEE Guide for Electric Power Substation Physical and Electronic Security

ISA ANSI/ISA399.00.082007 Security for Industrial Automation and Control Systems H
Terminology, Concepts, and Models
ANSI/ISA-TR99.00.02007 Secity Technologies for Industrial Automation and Cor
Systems
ANSI/ISAR TR99.00.0%2 2004 Integrating Electronic Security into the Manufacturing
Control Systems Environment

ISO 17799: Information technolo@jy Security techniqués Code of practice fanformation security
management

KBM Aspekter pa Antagonistiska Hot mot SCA€yatem i samhaéllsviktiga verksamheter
Végledning till 6kad sakerhet i digitala kontrollsystem i samhallsviktiga verksamheter

NERC | CIP-0021 - CIP-0091

NIST . . .
System Protectionrile - Industrial Control Systems
Field Device Protection Profile for SCADA Systems In Medium Robustness Environment
Guide to Industrial Control Systems (ICS) Security

SAPO | Sakerhetsskydden vagledning

-13
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AGA

AGA is the abbreviation fothe AmericanGas AssociatiorAGA was founded in 1918 and
represents 202 local energy companies that deliver natural gas throughout the United States. AGAs
vision is

0To be

the most effective and influentigl energy t
clear wvalu

e f2b its membershipé
AGAs mission statement is

0The American Gas Association represents compani e
meet their energy needsGA members are committed to deliverinwina& gas safely, reliably and

costeffectively in an environmentally responsible AM@A advocates the interests of its members

and their customers, and provides information and services promoting efficient demand and supply

growth and operationalexcence i n the safe, relial2le and efficic¢

AGA 12 part 1

The scope of AGA 12 part 1 is to describe the need for SCADA systems protection. This document

proposes steps to define cyber security godisyber security fundamentals. More significantly

AGA 12 part 1 defines the cryptographic system requirememisnatrdints, and a cryptographic

test pl an. The purpose of the document is to sav
proposing a comphensive system designed specifically to protect SCADA commuriithtions

CPNI

CPNI is the abbreviatiofor Center for the Protection of National Infrastructure. CPNI is a British
agencythat was createsh first of February @07 CPNI isa merge of the National Infrastructure
Security Cerdination Centre (NISCC) and the Nadlo8ecurity Advice Centre (NSAC, a part of

MI5) [7]. NISCC used to provide advice and information regarding computekragfemse and

other information assurance issues while NSAC provided advice on physical security and personnel
security issugg].

0CPNI provides integrated (combining i heformation,
businesses and organizations which make up the national infrastructure. Through the delivery of this

advice, we protect national security by helping to reduce the vulnerability of the national
infrastructure to fflerrorism and other threats.

Good Practice Guide, Process Control and SCADA Security

They state in the document that their aintiso pr ovi de good practice princi
and S CADA Inshe doaumeént gpadl practice is defined as

0 T h e flndustiy practices such as strategies, activities, or approaches, which have been shown to
be effective through research and evaluation. ¢

To do this they have identifiseiverdifferentareas|6]

e Understand the businesssisk

e Implement secure architecture
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e Establish response capabilities
e Improve awareness and skills
e Manage third party risks

e Engage projects

e Establish ongoing governance

DHS

DHS is the abbreviation f@epartment of Homeland Securl®HS is an US government agyen
created in 2002 in the aftermath of September 11. The agency was formed from 22 other agencies. It
has about 180,000 employ@é8% DHS assignment msicallyo protect the US.

0This Department o f rridh® amd Lrgentdmisstoa & uor Iéatd thé anified v e

national effort to secure the country and preserve our freedoms. While the Department was created

to secure our country against those who seek to disrupt the American way of life, our charter also
includespreparation for and response to all hazards and disasters. The citizens of the United States

must have the utmost confidence that[l4df he Depart men

Cyber Security Procurement Ladyudge 8ystems

This document is supposed to give adwicpeople that areither procuring a new system or
procuring an update for an existing systiesummarizes which security principles that should be
considered when designing or procuring newrsydteconsists of twelve chapters; each chapter
consists of eight parts. First there is a smynthat motivates why the subject is included in the
document, next there are two sections on the language to be used when procuring the system. It
continues wvifhn FAT and SAT measures and ends with a maintenance guide, references and
dependencie$he document deals with such areas as hardening, firewalls and B2iditing.

Catalog of Control Systems Security: RecommeddediobefaiGiars

Thi s documentprovide vadicusmdugiryn gectorstthe fratnework needed to develop

sound security standards, guidelines, and best phactice$ t contains a |listing c
controls for several resources. The documeitided into 18 separate chapters, the goal is to be

able to balance security while operating within resource Sionits. examples of areas that the

document deal with aBecurity Poli¢fConfiguration Manageme8gecurity Awareness and Training

andAccess ControlAt the very end of the document there is a table comparing the content of this

document against the content of other stanftbttls

DOE

DOE istheabbreviation for Department of EnerB{E is a U.S. federal aggntt was formed on

October the first in 1977 as a merge of the Federal Energy Administration, the Energy Research and
Development Administration, the Federal Power Commission, and parts and programs of several
other agencig&0]

0The Department of Energy's overarching mission i
security of the United States; to promote scientific and technological innovation in support of that
mission; and to ensure the environmental cleanupe& nat i onal nuclPlear weapons
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21 steps to Improve Cyber Security of SCADA Networks

This is a short but very informative document summarizing -oveniems that is important when
securing SCADA systems. Somta@fsubjects brought up §4d]

e Identify all connections to SCADA networks

e Do not rely on proprietary protocols to protect your system

e Establish a network protection strategy based on the principle of-tefieptie
e Establish system backups and disaster recovery plans

GAO

GAO is the abbreviatiofior Government Accountability Offic&AO is 0 a n independent ,
nonpartisan agency that works for Congress. Often called the "congressional watchdog,” GAO
investigpatets ow t he f eder al gover pIiheAwasf@raed th 492ltaadk payer do
currently employs about 3000 emplojEtis

0Our Mission is to support nalhespon€iulitieg ane toshelpi N me et i r
improve the performance and ensure the accountability of the federal government for the benefit of

the American people. We provide Congress with timely information that is objecbasedact

nonpartisan, nonideologidala i r , an®l] bal anced¢

Cyber security for Critical Infrastructure Protection

This is a general document about critical infrastructure protection focusing (according to the
document itself) on:

1. What are the key cybersecugyuirements in each of the critical infrastructure protection
sectors?

2. What cybersecurity technologies can be applied to critical infrastructure protection? What
technologies are currently deployed or currently available but not yet widely deployed for
critical infrastructure protection? What technologies are currently being researched for
cybersecurity? Are there any gaps in cybersecurity technology that should be better
researched and developed to address critical infrastructure protection?

3. What are themplementation issues associated with using cybersecurity technologies for
critical infrastructure protection, including policy issues such as privacy and information
sharing?53]

IEC

IEC is the abbreviation for Internation&lectrotechnical Commissiorhe IEC was founded in
1906 and is the leading global organization that prepares andegsthligtards for electric,
electronic and related technologies.

The Commission's objectives arR#j

e Meet the requirements of the global market efficiently

e Ensure primacy and maximum wavide use of its standards and conformity assessment
systems

e Assess and improve the quality of products and services covered by its standards
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e Establsh the conditions for the interoperability of complex systems
¢ Increase the efficiency of industrial processes

e Contribute to the improvement of human health and safety

e Contribute to tk protection of the environment

Power system control and assouniatérhtidridata and communication security (62210)

This report deals with security aspects related to communication protocols used within and between
systems specializing in computerized supervision, control, metering and protection in electrical
utilities. The report identifies some threats and vulnerabilities that can be found in SCADA systems.
It also gives directions to other IEC documents where countermeasures to these problems can be
found. Finally the report gives recommendations for furtheitgework[23]

Power systems management and associated infodmBtiba @xdhemigenunications security, Part 1:
Communication network and systemntsedudtyn to security issues 62351

The scope of the IE 62351 series is information security for power system control operations. This
document 62351 is supposed to provide an introduction to the remaining parts of the standard by
introducing various aspects of information security as applied to poweoggsitions.

The report startly giving some background whiere explainedhy it is necessary to address these
issueslt continus by discussing the different threats against the system. These include inadvertent
threats as equipment failure andeaént threats such as viru§dwe reportgoesdeeper into the

different attacks that exist and divide them into categories. For each category they then state a
number of countermeasures that could be applied to reduce thi$ liereais also a section the
challenges with applying these security measures to power systertiser€inallyoverview of the

rest of the serid24]

IEEE

IEEE used tobe the abbreviatidior Institute of Electrical and Electronics Engisierow a days

the organizations scope of interest has expanded into so many related fields it is simply referred to as
IEEE (pronounced Ey#ipleE) [17] IEEE is a non profit organization, one of the worlds leading
professioal associations for the advancement of technology. IEEE was formed on first of January
1963 from a merge between the AIEE (American Institute of Electrical Engineers) and IRE (Institute

of Radio Engineers). Today IEEE has more tha®@@Tembers in motiegan 160 countrig46]

Ol EEE's core purpose is to foster technol ogi cal
humarloft y o

IEEE Standard for Substation Intelligent Electroit®Begigesr(Security Capabilities

This standard deals with the cyber security of IEDs in substations. It gives requirements in four main
areas. Electronic access control, audit trail, supervisory monitoring and control and configuration
software. Electroniaccess control requirements specify how the access to the IEDs shouid work.

is specifiedimongst other things that there should be a password and an acoessAindg trail

specifies how the IED shall be audited. It is said that the record sh@ttded in a sequential

circular buffer that is capable of saving at least 2048 events before it overwrites old events. The
supervisory and monitoring requirements specify how the IED should monitor the security related
activities and make them availableeal time to a supervisory system. The configuration and
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software requirements are there to make sure that it is not possible to make changes to the
configuration without being properly authentid2eld

IEEE Guide forlEctric Power Substation Physical and Electronic Security

Thi s standard di s c us sumansimervantian tdyring i the sconetreiction,e | at e d
operation (except for natural disasters), and maintenance of electric power supply&ubstatidng s
standard deals with physical security as well as electronic Jéwunigportstars by defining

different sort of intrusions that can occur at a substation. Electronic intrusion is specified as one way

to intrude on a substatiomhe reportcontinues with parameters that might affect intrusion and

possible consequencésirther the reportliscuss different countermeasures, first physical, then
electronic. The electronic countermeasures include computer security measures which consist of
amongst other thiis diaback verification and virus scdfisally asurveyis presentewhere the

effectiveness of the countermeasures presented in the dtamddreen measurgtB]

ISA

ISA istheabbreviatiotfior The InstrumentationsySems, and Automation Society.ISA was founded
on 28 April 1945 in the US.

0The mission of | SA as the global sopBllety for inst

e Maximize the effectiveness of ISA members and qttstitioners and
organizations worldwide to advance and apply the science, technology, and allied
arts of instrumentation, systems, and automation in all industries and applications.

¢ |dentify and promote emerging technologies and applications.

e Developand deliver a wide variety of higlue information products and services
to the global community.

ANSI/ISA 899.00.082007 Security for Industrial Automation and Control Systems Part 1. Terminology,
Concepts, and Models

The scope of this document is tdimkethe terminology concepts and models for SCADA systems. It
establishes the basis for the remaining standards in thes¢8A89 addresses questions such as

e What are the major concepts that are used to describe security?
e What are the important caputs that form the basis for a comprehensive security program?

It also describessaries of models that can be used when designing a security[@&)gram
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ANSI/ISA -TR99.00.02007 Security Technologies for Industriah Antb@antrol Systems

The scope of this document is to provide an assessment of cyber security tools, mitigatiens, counter
measures and technologies that may be used in SCADA systems. The document is divided into
different areasvith each area dividedtandifferent techniques. Each technique is divided into 8
sections, introduction, vulnerabilities addressed, typical deployment, known issues and weaknesses,
how it is used in SCADA systems today, future directions, recommendations and guidance,
reference$29]

The areas covered are:

e Authentication and authorization

e Filtering/Blocking/Access control

e Encryption and Data Validation

e Management, Audit, Measurement and Detection Tools

e Industrial Automation and CoatiSystems Computer Software
e Physical Security Controls

ANSI/ISA i TR99.00.02 2004 Integrating Electronic Security into the Manufacturing and Control Systems
Environment

The purpose of this document is to present a consistent approach for developingntingpkenal

operating a program that addresses security for SCADA systems. It starts out with the basic process
of creating a security program. It continues by specifying the different activities associated with the
systems security life cycle. These tagivinclude but are not limited to assessing and defining the
existing system, define component test plans, define system validation test plan, routine security
reporting and analy$9]

ISO

ISO is the abbreviation for tbrnational Organization for Standards. ISO is the world largest
developer and publisher of standards. ISO is a network of national standard institutes and can be
found in 157 countrig®5] 1SO is a nomgovernmental organiiat that was founded in 1946 on a
conference in London. Some of ISOs current godR&rare

e Facilitation of global trade

e Improvement of quality, safety, security, environmental and consumer protection as well as
the rational use of resources

e Global dissemination of technologies and good practices

ISO 17799: Information techinoBepurity technifu€ode of practice for information security management

This standard deals with general information securgydddument contains best practices of
controls in the following areas

e Security Policy

e Organizing Information Security

e Asset Management

e Human Resource Security
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e Physical and Environmental Security

e Communications and Operations Management

e Access Control

e Information Systems Acquisition, Development and Maintainance

e Information Security Incident Management

e Business Continuity Management

e Compliance
In each area a control objective is defined stating what is to be achieved. Then the different controls
that can beised to reach the objective are defined. For each d@oistrdéscribetiow the control

will satisfy the objectiveow toimplementt and in the enthere isadditional information if it is
needed (for example legal requiremfag)

KBM

KBM is the abbreviatiofor Krisberedskapsmyndighet&BM is a Swedish government agency
assigned to coordinate the efforts in developinghémagement of serious crisighe Swedish
society. This includes many task one of them tfoegupply knowledgéhis is donéor example by
conducting and supporting resed83 Please note that according to a Swedish parliament decision
KBM, Raddningsverketnd 6Styrelsen for psykologiskt forgvar wi | |  tddend tfoent amew a
agency Mygndigheten fod samhallsskydd och beredskap MBhB Jlecision is effective as

of January 2009[34]

Aspekter pa Antagonistiska Hot mot Spate# i samhallsviktiga verksamheter

Thereek st s both a Swedish and an Engl iGbdetorer si on of
Increased Security in Process Control Systems for Critical Societal FunctiériBhe purpose of

this report is to give a first overview of the need for SCADA semditp try and show how the

vulnerabilities in these systems have been créagedeport also describes the different activities

carried out internationallyhis report is not supposed to give deep technical insight but only a
overview[32]

Végledning till 6kad sakerhet i digitala kontrollsystem i samhallsviktiga verksamheter

This document is available in both Swedish and Erglishmainly built upon the following
documents

e NERC CIR0021 till CIR0091

e NIST SP 80@20 Guide to Industrial Control Systems (ICS) Security

e CPNI Good Practice Guide Process Control and SCADA Security

e 21 Steps to Improve Cyber Security of SCADA Networks

e Krav til informasjonssikkerhetsnivd i Hédiserte prosesskontrpll sikkerhetsog
stgttesysimer

e Cyber Security Procurement Language for Control Systems

The document is divided into three parts. The first part is about background, why security in
industrial control systems is important, the difference between security in industrial congrol system
and regular IT systems and some summarizing recommenatatimw to do industrial control

system securityhe second part is more detailed recommendations on how to create secure industrial
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control systems. There is fifteen different subjects antiomigstiefensm-depth, how to perform
risk analysis and hardeningrofraustrial control systenThe third part is a list of the documents
that been used as reference and some comments to each d8&Jment

NERC

NERC is te abbreviatiofor North American Electric Reliability CorporatidBRC was founded

in 1968 and is a seffgulatory organization, subject to oversight by the U.S. Federal Energy
Regulatory Commission and governmental authorities in Canada. NERCssmés&nsure the
reliability of the bulk power system in North America. To achieve this NERC:

oDevelops and enforces reliability standards; assesses adequacy annuafiyavifoeddst and
winter and summer forecasts; monitors the bulk power sgst#ite;owners, operators, and users
for preparedness; and educat@ld, trains, and certif

CIP0021 - CIP0091

CIP stands for Critical Infrastructure Protection. Power companies in the US aretoezprinply

with the CIP standarblsThere are eight standards providing a cyber security framework for
identification and protection of critical cyber assets. The purpose is to support reliable operation of
the bulk electric systefA3]

e CIP 001-1: Sabotage Reporting

e CIP 0021: How to identify your critical cyber assets and how to document them.

e CIP 0031: Which security management controls shHmilgsed and how should theyibed.

e CIP 0041: How to train your personnel b@come morsecurity aware and how to makat
personnel risks.

e CIP 0051: How to secure your critical cyber assets with the help of a electronic perimeter
e CIP 0061: Physical Security

e CIP 00%1: System security management, how to patch, hanatdgidirus etc.

e CIP 0081: Incident planning and documentation

e CIP 0091: Recovery plan

NIST

NIST is the abbreviatiofor National Institute of Standards and TechnolN§T is a US non
regulatory federal agency founded in 1901.

ONI ST' s nol manbte ©.S. iineovation and industrial competitiveness by advancing
measurement science, standards, and technology in ways that enhance economic security and improve
our qual[8y of Ilife.©é

NIST consists of different pragns one of them being the NIST laboratories. One of the
laboratories is the Information Technology Laboratory who amongst other things condgbts resear
on computer securifi37] Theirresearch also includasntrol system seity. NIST for example

hosts the Process Control Security Requirements Forum (IFZ8$RF)

1 CIP-001-1 not included
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Field Device Protection Profile for SCADA Systems In Medium Robustness Environments

This document specifies minimum security requiterf@nSCADA field devices. The document
lists some threats against SCADA systems and describes some security objectives. There are
functional and assurance requirements and a rational for that these are[8mplete.

Guide tmdustrial Control Systems (ICS) Security

The purpose of this document is to provide guidance for securing SCADA systems. The document
provides an overview of SCADA systems, tries to iddmtifghiaracteristics of an 1Gfgs to

identify he threats agest an ICS are and the vulnerabilities of anti@iSo brings up the subject of

how to develop and deploy and ICS security progitaim.includes such aspects as how to use
business cases, how to obtain support from senior management and howdecarggtéeeams.

The document also gives suggestior®uwarto constructhe network.It gives examples and brings

up the pros and cons of thefle document finally give®raSCADAspecific instructions on how

to solvethe different security problemdan example the following ar¢4s}

e Risk Assessment

e Personnel Security

e Incident Response

e |dentification and Authentication

System Protection Phadilestrial Control Systems

A system protection profile a document providing an implementation independent set of security
requirementshis document does that for a generic industrial control sykthocumentists  a

set of threats that should be addressed by security controls implemented by .the d&&hdftes

the risks to the STORNd afines the security objectivGhere areuinctional and assurance
requirements thatust be satisfied by the ST@Erived from CC part 2 and 0]

SAPO

SAPO is the abbreviation f8ékerhetspoliseBAPO is the Swedish security politee Swedish

security police was first formed in 1914, it has existed in its current form sipEgd 1988 0s task

is to prevent and expose crime against nationalyseurther SAPO shall fight terrorism and
protect the central government. The purpose is to protect the democratic system, the rights of the
citizens and the national secy4gy.

Sakerhetsskgdoh vagledning

This documetndiscusses general information secufitg discussion is linked to which parts of the
Swedish law that affects it. The document gives some general directions, deals with information
security for secret documents in writing or pictures, deals withaitidor security for secret
documents in IT systems. It also gives advice on how to restrict adioitanaee sitend how to
performrecord checks
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3 Method

In this clapter the methodsed throughout this thesisll be presentedhis includes how the
selection o$tandards and guideliness done, how the attacks and countermeasurademtifed

how they were divided into groups, how the keywords were selected and how the results were
compiled

3.1 Workflow

The work in this thesis has basically beetucted in the five steps as showhigure 2. A more
exhaustive description of each step can be found below.

Compilation of the results when

Identification of keywords {
searching for the keywords

Gathering of attacks Dividing of the attacks and
associated with each group

and countermeasures countermeasures into groups

Identification
of standards

Figure 2 8 The workflow of this thesis

Identification of standards and guidelines

The first $epwasto create an inventory of the availabdedards and guidelin€se starting point

of this inventoryvasa list of knowrstandards and guidelingbesestandards and guidelinvesre

studied and by following the references made within therm &tath@ards and organizations writing
standards were identified. There exists articles where they have summarized some of the
standardization work that is currently being f&Jj24} thiswasanoher source of information. This

process continued in parallel with other acti@iese not all of the standards and guidelines found
seemed relevatfite selection process described in chaj&eas performed.

Gathering of attacks and countermeasures

To be able to find out how thgtandards and guidelinpsoritize the countermeasurte
countermeasuresust first be identified. This procstatedoy simply searching eathndard and
guideline for all possible mentiorg of countermeasures and attacks. When an attack or
countermeasumgasfound itwasgiven a number, a name, if needed a description and the page where
it was foundvasnoted. Thisvasan iterative process thvedsperformed several times. Each time a
mertioning of a countermeasure is found it is possible that new information is discovered that can be
used to find more information in ottstandards and guidelines

Dividing of the attacks and countermeasures into groups

When all the attacks and counteromeghadbeen found theweredivided into groups.he reason
for this is thathere are so many attacks and countermeasures that it is hard to work wWitirethem.
attacks or countermeasures placed within the samehgraughe same objective, for example
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authenticationpassword authentication and biometric authenticatiomllapéaced within the
authentication group. The groups and a short description of their content can be found 4nichapter

Identification of keywords associated with each group

The next stepvasto identify keywords thabuldbe associated with each group. \Waisdone by
following all the references that belongs to each group. For each réfeyamses thatauld be
associated with that particidauntermeasure / attackasidentified. One important property for a
keyword is that it is not too genesiaice thiswill generate false hisn example of a group and
some of its keywords is showTable 3.

Table 3 0 Group three and some of its keywords

3 | Firewall

Firewall

Packet Filtering

Stateful Inspection

Application Proxy

Compilation of the results when searching for the keywords

When the steps abokiadbeen completed wastime to sei@h eactstandard and guidelifar the

keywords that héhbeen identifiedThe datavascompiled per group and per stanfiaridieline The

number of hits per standar@sused to compare the levedehsitybetween the standards and help

us to reach ther§t goal of this thesis. The number of hits per gwagused to compare the

different groups and decide how the groups are prioritized thereby helping us reach the second goal
of this thesis. Since all of the above has been completed for ISGh&3&@3ults can be used to

reach the third goal of this thesis as well.

Compaing the number of hits it is obvious that there can be quite a big difference in the number of
hits for certain standardaidelines The reason is that tktandards and guidelireee not equally

long. The shortest stand@uaidelinestudied in this thesisten pages long while the longest is 287
pagesThis makes it hard to compare stendards and guidelinest counting keyword$o be able

to create a comparisaghe numbef hits isalsodivided by the number of pages. The number of
hits per page is more comparable between standards than the number of hitssiiit totéier
reflects the prioritization among countermeasures in the standards/guidelines

To be able to aopare the results for a specific group in the SCADA specific standards against a
specific group in 1ISO 17799 and DHS Catalog the results need to be nofirhalizednalization

is done by dividing the number of hits per page by the total number dhéitesult isa
measurement of how many percent each group stanfsisanumber is then used to compare the
SCADA specific standards against ISO 17799 and DHS Catalog.

Survey investigating the prioritization of countermeasures according to experts

After analyzing the results from the standards it felt like it could be interesting to find out how these
countermeasures are prioritized by people who actually work with this area. Therefore it was decided
to create a survey that investigates this. It wagdi¢bat in order to make things easier a tool
named OFocal Pointo would be used.
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Focal Point is a tool that let an administrator create objects and then make it possible to compare

these objects. The objects are compared pairwise and based on thisldaténFases something

called O0Analytical Hi erarchical Processo6 to creat:
to work a minimum amount of comparisons need to be completed and the more comparisons the

more accurate result. In this cds® dbjects were countermeasures that were identified by their

names and the keywords associated with them. The survey was sent to 20 people that all work with

SCADA system security.

3.2 Selection of Standards

In this section all the standards and guideliatfsae been found will be listg¢hen working with

these documents some standards are treated as one. The ISA 99 documents are all a part of ISA 99
and will be treated as one document. The documents from IEC are related and will also be treated as
one. The same goes for the documents from KBM.

To select which standards and guidelines that were to be a part of this thpsipéntiesvere
taken into consideration.

1. Thestandarfjuidelinemust be available

2. The standa¥duideline must focus on SCADAystem securitynot general information
security

3. The standard must focus on SCADA systems/hsla;it should not focusn sub systems
for example IEDs

In Table 4 it is shown which standards and guidelines that fulfil whethaciTo be a part of the
investigation a standard/guideline must fulfil all three criteriexdéion is ISO 17799 that will be
included as a comparisdine standards that doot fulfil all three criteria have not been given a
abbreviation



Table 4 6 This table shows which standards that fulfill which criteria for selection

Number | Short name Reference Name Available Focus on Focus is on the
SCADA security | system as a who
1. AGA 12 [1] AGA 12 Part 1 X X X
2. CPNI [6] Good Practice Guide, dtress Control and SCADA Secu X X X
3. DHS [12] Cyber Security Procurement Language for Control Sysg X X X
4, DOE [44] 21 steps to Improve Cyber Security@ABA Networks X X X
5. IEC [23] Power system control and associated communiaations X X X
Data and communication security (62210)
Power systems management asacaged information X X X
exchangé Data and communications security, Part 1:
[24] Communication network and system securityoduction
to security issues 62361
6. NERC [43] CIP-0021 - CIP-0091 X X X
7. NIST, Guide [46] Guide to Industrial Control Systems (ICS) Security X X X
8. NIST, SPP [40] System Protection Profiléndustrial Control Systems X X X
9. ISA [28] ANSI/ISA399.00.082007 Security for Industrial X X X
Automationand Control Systems Part 1: Termigylo
Concepts, and Models
. . X X X
ANSI/ISA-TR99.00.02007 Security Technologies for
[29] Industrial Automation and Control Systems
[30] ANSI/ISAfi TR99.00.02 2004 Integrating Electronic X X X

Security into thManufacturing an@ontrol Systems
Environment
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10. GAO [53] Cyber security for Critical Infrastructure Protection X

11. KBM [32] Aspekter pa Antagonistiska Hot mot SCAdyatem i X
samhaéllsviktiga verksamheter

[35] Vagledning till 6kad sakerhet i digitala kontrollsystem i X

samhaéllsviktiga verksamheter

12. ISO 17799 [26] 17799Information techalogyfi Security techniqués
Code of practice fanformation security management

13. DHS Catalog [11] Catalog bControl Systems SecuriRecommendations fol X
Standards Developers

14. N/A APl 116400 SCADA Securitybod X

15. N/A [8] Field Device Protection Profile for SCADA Systems In X
Medium Robustness Environments

16. N/ A [20] IEEE Standard for Substation Intelligent Electronic De X
(IEDs) Cyber Security Capabilities

17. N/A [18] IEEE Guide for Electric Power Substation Physical ang X
ElectronicSecurity

18. N/A [49] Sakerhetsskydiden vagledning
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3.3 Validity and Reliability

The selection of standards will affect the final result. In this thesis the selection is based on distinct
criteria documented in chap&® It is possible that not all available standaeis part of this
investigation but the most common onesTdre selection process has been very thorough and it has
also taken help from other documents that investigates vdndards thaexists[5]21] One

standard thatcould have been relevant to includeCatalog of Control Systems Security:
Recommendations for Standards Develdpmrs DHS howevetthis standard isot intended to be

used as a regular standbard as a help for people writing standard. Therefore it has been used to
make a comparison instead.

The gathering of attacks and countermeasures is not based on any particular method but was
performed very tlroughly in an iterative proceShe dividing of the countermeasures and attacks

into groups and the selection of keywords associated with each group also affects the result. There is
no obvious best way to do this. The countermeasures could have ftg bgampivided by which

threat they mitigate, in this case it was chosen to divide them by their sec&ityilgoatays of

dividing attacks and/or countermeasures have been used in othef3@jadridt wouldhavebeen

possible tochoosean already existing taxonomy such ahéhdersof ISO 17799, this would

however not catch the things specific to SCADA systdins. selection of both
attacks/countermeasures and keywords is based epgmeférences of the performer; however the
author have studied these documents very thoroughly and has a high the knowledge of what is
actually written in the documents. Furthermore the selection of attacks and countermeasures was
performed by two people.

Concerning the reliability everythimgduceds traceable. Theresisme subjectiviin the selection

of keywordghat represents the countermeasures and altaakeyer given thehoserkeywords the

reliability is good. Overall everything is tréeeaibm the selection of standards, to the selection of
attacks and countermeasures, to the dividing of attacks and countermeasures into groups, to the
selection of keywords and finally to the measuring of the keyiierésact data for each keyword

canbe found inPAppendix 2

The survey was sent out to 20 experts, unfortunately there was not enough time to wait for all the
results and therefore only six answers were received. Out of these five responsdsatdegsiete

the 55 comparisons required to create a valid prioritization. The sixth response completed 28
comparisons. Even though there is not enough data to draw any reliable conclusions the data can still
be used to show a trend and to analyze this trendata that has been collected it reliable in itself.
Focal Point assumes that the objects that are compared are indépeméach other; this is not

the case in this survey. For example authentication is dependant on cryptography and this might
affect the final outcome. Some of the experts made complaints that it was hard to prioritize the
countermeasures in the way theaye categorized. Therefore the expert survey is treated as a
supplement to the standard comparison.
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4 Data

In this chapter the data gathered will be presented. First the groups of countermeasures and attacks
will be defined. Then the data will be shown. Tteeislalivided into three different groups. First

there is the data thet used to show the level agnsity then the data that is used to prioritize

between different grougdnally the data used to create a comparison with ISO 17799 is presented.

4.1 Description of Groups

Table 5 & Groups of countermeasurdése keywords associated with each group can be found in
Appendix 2

Network Security Network security contains countermeasures aansdcuing the
remote connection to the system. This group includes the sec
modems, wireless connections, etc. This group also includes n
to protect TCP/IP and DNS.

Separation of Network Separation of network contains countermeasures that helgngg
the control network from other networks. This group includes
techniques as DMZ and VLAN.

Firewall Firewall contains explanations on how to use a firewall in
systems and suggestions on how to configure and maintain it.

Intrusion Detectin Intrusion detection contains explanations of the different intn
detection systems that exist. It also contains other ways to
intrusions such as honey pots and profile based anomaly detec

Cryptography Cryptography contains advice awhto handle encryption in tf
system. It deals with all cryptographic countermeasures in
digital signatures and certificates and similar.

Authorization Authorization contains advice on how to authorize the users
system. It includes tedhues as role based access control and
advice on how to set access rules.

Authentication Authentication contains countermeasures that deal with
authentication of users. It deals with a lot of different technique
as passwords, biometrig¢hantication, location based authenticg
etc.

Hardening Hardening contains countermeasures designed to reduce th
surface of the system. This includes advice on how to r
unnecessary services and how to manage the use of default ac
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Antivirus

Antivirus contains countermeasures that deal with the detection
protection from malicious software such as viruses, worms etc.

10

Patch Management

Patch management gives information on the problems with
management frohsystemsl i §ish gives suggestion
how the process of patch management can be improved.

11

Change Management

Change management contains countermeasures that give a
how to handle changes in the system. Change management (
changeso configurations, hardware, software, policies, etc. The
goal is to always maintain the security of the system.

12

Auditing and vulnerability scanning

Auditing and vulnerability scanning contains the countermeasu
are supposed to heip finding flaws in the security design of
system. Auditing also deals with logging the events and action
system.

13

Inventory and Overview

Inventory and overview contains advice on how to perfori
inventory of the system. This includes all thenemtions to the
system. It also suggests the use of network diagrams.

14

Risk Assessment and Managemen

Risk assessment and management contains countermeasures
with risk assessment and management of risk. It includes find
risks and how tonitigate them.

15

Security Organization

Security organization contains advice on how to form security
who should be included, what competence is needed and more

16

Training and Awareness

Training and awareness deal with the training of perstinaisb
includes suggestions on how to raise security awareness.

17

Personnel Management

Personnel management contains countermeasures used to re
security risks that can be associated with personnel. This i
defining security roles for pennel and to have policies about hi
and to remember security in employment contracts.

18

Incident planning and handling

Incident planning and handling deals with what sbeulone when
something has happened. The intrusion detection system mwégg
detected something or a user might have reported suspicious
This includes planning, handling and reporting of incidents.

19

Business Continuity and Continge
planning

Business  continuity and contingency planning co
countermeasures thare supposed to helghen deaing with a
disaster. This includes having disaster recovery plans and to t
to make sure they work.

20

System Resilience

System resilience contains countermeasures that increase the
of the system. For ample hawngredundant systems and try to ay
having single points of failure.
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21 | Backup Backup deal with the issues of creating backups and making g
work.
22 | Third party collaboration Third party collaboration contains countermeasures tlsaippi@sed

to reduce the risk that might be introduced by a third party
includes continuous cooperation and communication. It also gi
advice to use security solutions approved by the vendor.

23

Business Management Commitme|

Business managerhenmmitment gives advice on how to make
management is committed to creating a secure system. This
creating business cases to make it easier to explain to manage
security is important.

24

Policies and Standards

Policies and standardsntain advice on how to create policies
how to maintain and update them. It also gives advice on
different policies might be needed in the system.

25

Security Principles

This group contains countermeasures such as defense in depth

26

Systemdministration tools

This group contains tools that help in the administration of the s

Table 6 0 Groups of attacks

Denial of Service (DOS)

This group contains all sorts ofOB attacks. It includes bag
intentional and unientional BDS and S against all parts of t
system.

Malicious Software

This group contains attacks by malicious software and also d
how malicious software might get into the system. It also discussg
kind of malicious software there is.

Spoofing

This group contains attacks that include some sort of spoofing.
be IP spoofing, spoofing to perform miathe-middle etc.

Threats from employees

This group contains attacks that can be made by employeg
includes intentionadttacks such as introducing malicious code
unintentional attacks such as issuing the wrong command.

Information Gathering

This group contains attacks that try to gather information abo
system for example by listening to and analyzing freedrdfy visual
observation.

Social Engineering

This group contains attacks where the attacker interacts with em
and either tries to gain information from them or tries to trick then
doing something they should not do. An attacker miglextnple
convince an employee to turfithie security system.
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Remote Connections

This group contains attacks that try to gain access to the syster,
remote connections. This includes access through modems (for
wardialing) and connecti®ifrom third parties.

Replay, interception and modificat

of data

This group contains attacks that attack the data that is being trar
in the system. This is done by for example replaying the datg
modifying it.

Software flaws

This grop contains attacks that try to take advantage of flaws
software of the system. An example of a common bug is
overflow.

10

Webattacks

This group contains attacks that are usually performed within th
browser. Examples of this type ohelts are remote file include 4
Cross site scripting.

11

Password stealing/guessing

The attacks in this group try to find out a users password by ste
guessing it. Guessing of passwords often succeed because pass
too weak and stealingmrsswords might be possible if they are s¢
clear text.

12

Non-repudiation attacks

The attacks in this group are aimed at destroying the trace ¢
malicious activity. This can for example be done by destroying lo

13

Network Separation

The atacks in this group aim to exploit poorly configured networ
produce broadcast storms or gain access to parts of the netwg
should not have access to.

14

Attacks against cryptography

The attacks in the group try to break the cryptographic fotetthe
system.
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4.2 Level ofdensity per standard

Thisdata is used to show the levedafsityfor different documents. The method to obtain this data
has been described in chaftér

Number of hits for countermeasures

2500

2000

1500 —

Number of hits

1000 -

500 -

= 1 .

AGA 12 CPNI DHS DOE IEC NERC NIST, Guide  NIST, SPP ISA GAO KBM
Standard

Figure 3 - The number of hits generated by each standard when searching for countermeasures

As canbe sea in Figure 3 the document with the highest amount of hits using this method is the
ISA document. The document with the least amoumitsas DOE.An ordered list of the result can
be found inTable 7.

Table 7 - Number of hits per standardregard of countermeasures

ISA 2339
NIST, Guide | 1485
GAO 1476
DHS 1216
AGA 12 1081
NIST, SPP | 612
CPNI 600
IEC 497
NERC 403
KBM 202
DOE 91
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Table 8- The number of pages in each document

AGA12 | CPNI | DHS | DOE | IEC NERC | NIST, Guide | NIST, SPP | ISA| GAO | KBM

Pages

123 130 90 10 88 37 157 151 287|223 |50

In Table 8 the different lengths of the documeantsshown ISA and GAO are the two longest. To
be able to compare the different documiantsrms of densithe number of hits needs to be set in
proportion to the number of pages. As describelldpter3.1the number of hits is divided by the
number of pages. The result can be sdegure 4.

Number of hits per page for countermeasures

16

14

12

10

Number of hits per page
[oe]

AGA 12 CPNI DHS DOE IEC NERC NIST,  NIST, SPP ISA GAO KBM
Guide

Standard

Figure 4 - The number of hits generated by each standard per page eahsdring for
countermeasures

As canbe se@ in Figure 4 the weighting of the number of hits against the number of pages give a
different view of the level densityfor the standards. According to this way of measuring ISA and
GAO receives much lower scores compared to the other standards while documents as DHS and
NERC receive the highest scores. An ordered list of the result can be Tl % This shows

the level oflensityfor the different statards in regard of countermeasures.
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Table 96 Number of hits per page in regard of countermeasures

DHS 13.2
NERC 10.89
NIST, Guide 9.46
DOE 9.1
AGA 12 8.79
ISA 8.15
GAO 6.62
IEC 5.65
CPNI 4.84
NIST, SPP 4.05
KBM 4.02

Figure 5 shows the number of hits per standard for attacks. The result is similar to the result for
countermeasures with a few exceptions. First of all it should be pointed out that neither DOE nor
NERC bring p attacks; therefore they are not represented in the attack dg&tstt8Amost hits

with NIST Guide coming in second and GAO thirbis data might not biéhe best to use for
comparisonglata that is better to compare can be sdegtne 6.

Number of hits for attacks

300

250

200

150

Number of hits

[y
o
o

50

AGA 12 CPNI DHS IEC NIST, Guide NIST, SPP ISA GAO KBM
Standard

Figure 5- The number of hits generated by each standard when searching for attacks
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Number of hits per page for attacks

Number of hits per page

AGA 12 CPNI DHS IEC NIST, Guide NIST, SPP ISA GAO KBM
Standard

Figure 6 - The number of hits generated by each standard per page when seaattaicksfor

Table 108 Number of hits per page in regard of attacks

IEC 1.75

DHS 1.533333
NIST, Guide | 1.318471
ISA 0.864111
GAO 0.699552
AGA 12 0.601626
NIST, SPP | 0.503311
CPNI 0.392308
KBM 0.28
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The level ofiensityfor a standard should be measured not just letistyof countermeasures but

by thedensityof countermeasures and attacks combiresl.is done bydaing the number of hits

per page for countermeasures and the number of hits per page for attackackinamaf so low
significance the result will be very similar to the result of countermeasures alone. The result can be
seen irFigure 7.

Number of hits per page for countermeasures

16
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AGA 12 CPNI DHS DOE IEC NERC NIST, NIST, SPP ISA GAO KBM
Guide
Standard
O Countermeasures B Attacks

Figure 7 - Number of hits per page in regard of both countesares and attacks

A sorted list of the result is foundTiable 11 The only differences between this list and the list in
Table 9 is that AGA 12 and DOE switched places and so did IEC and GAO. Tihélible 11
shows the level ofensityfor the standardsfteraddinghe results for countermeasures and attacks.
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Table 11- Sum of number of hits per page for countermeasures and number of hits fuer page
attacks

Standard Total | Countermeasurg Attacks

DHS 14.73 | 13.2 1.53

NERC 10.89 | 10.89 0

NIST, Guide | 10.77 | 9.46 1.32

AGA 12 9.39 8.79 0.6

DOE 9.1 9.1 0

ISA 9.01 8.15 0.86

IEC 7.4 5.65 1.75

GAO 7.31 6.62 0.7

CPNI 5.23 4.84 0.39

NIST,SPP |[456 | 4.6 0.5

KBM 4.3 4.02 0.28 _ _
To get a more fair comparische

number of hitss put in relatioto the number of hits per page. In this diagram the upper right corner
is considered the Obesto6 position.

The number of hits in total putin relation to the numer of hits per page
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Figure 8 8 The number bhits in relation to the number of hits per page
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Table 126 Compilation of the results for standards

Number of hits for

Number of hits

Number of hits

Number of hits

Number of hits

countermeasures for attacks per page for per mge for per page for
countermeasures attacks countermeasures

and attacks
combined

AGA 12 1155 123 8.79 0.60 9.39

CPNI 651 130 4.84 0.39 5.23

DHS 1354 90 132 153 1473

DOE 91 0 91 0 9.1

IEC 651 88 5.65 1.75 74

NERC 403 0 1089 0 1089

NIST, Guide | 1692 157 9.46 1.32 1077

NIST, SPP | 688 151 405 0.50 4.56

ISA 2587 287 815 0.86 901

GAO 1632 223 6.62 0.70 731

KBM 215 50 402 0.28 4.3
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4.3 Data to compare groups

Number of hits per group for countermeasures
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Figure 9 - Number of hits per group in regard of counternmeasu

For countermeasures it is possible tatgee different levels ofiagnitudeThe groups that got
more than 600 hits, the groups that got between 200 and 600 hits and the groups that got less than
200 hits.

e Number of hits>600 Group: 3, 4, 5, 6,Z altotal of six groups
e 600 > Number of hits > 200, Groups: 2, 14, 17, 22, 24, 25 a total of six groups

e 200 > Number of hits, Groups: 1, 8, 9, 10, 11, 13, 15, 16, 18, 19, 20, 21, 23, 26 a
total of fourteen groups

To create a prioritization of the grotips method described in cha@erwasusedthe result can

be seen ifrigure 9. The figure shows the number of hits per group in regard of countermeasures. It
is clear that the two groups with thestrfdts are cryptography and authentication with about 1800
and 1400 hits respectively. An ordered list can be fotablénl3
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Table 13- Number of hits per group in regard of countermeasures

Cryptogaphy 1891
Authentication 1419
Auditing and vulnerability scanning 816
Firewall 773
Intrusion Detection 680
Authorization 616
Risk Assessment and Management 454
Security Principles 401
Separation of Network 392
Third party collaboration 391
Personel Management 286
Policies and Standards 224
Network Security 193
Backup 166
Business Continuity and Contingency plan 164
Change Management 141
Antivirus 135
Training and Awareness 122
Patch Management 118
Incident planning/handling 116
Busness Management Commitment 115
Hardening 92
Inventory and Overview 88
System Resilience 76
System administration tools 71
Security Organization 62
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Number of hits per group for attacks
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Figure 10- Number of hits per group in regard of attacks

As withcountermasuredt is possible to setree different levels ofagnitudeThe groups that got
more than 300 hitthe groups that got more tha@0 hits and the groups that got less than a 100
hits.

e Number of hits > 300, Groups: 2, a total of one group

e 300> Numbe of hits > 100, Groups: 1, 3, 8, a total of three groups

e 100 > Number of hits, groups 4, 5, 6, 7, 9, 10, 11, 12, 13, 14, a total of ten groups

It is clear that malicious software is the most prioritized group within these standards with almost
twice as my hits as the closest.
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Table 14- Number of hits per group in regard of attacks

Malicious Code 387
DOS 188
Spoofing 114
Replay, interception and modification of ¢ 112
Information Gathering 97
Threats from employees 85
Sdtware flaws 36
Social Engineering 26
Password stealing/guessing 21
Remote Connections 14
Non-repudiation attacks 12
Attacks against cryptography 11
Webattacks 10
Network separation 5
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To be able to compare these values against ISO 17799 thareslividedy the total number of

pages. The total number of pages is 1346. It should be noted that ISO 17799 does not deal with
attacks and therefore there is no reason to show this information for attacks. That information can be
found inAppendix for those interested.
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Figure 11- Number of hits per page in regard of countermedsutée SCADA specific standards

The same groups wfagnitudean of course be found here but with the followingebealues.

e Number of hits > 0.4
e 0.4 > Number of hits > 0.14
e 0.14 > Number of hits

These valuasan be uset create the same groupsnaignituddor ISO 17799.
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4.4 Data for ISO 17799

In Figure 12the number of hits per pageshown The results similar to the other standards in
some ways and different in othdrs.be able to compatbe prioritization of countermeasures
betweenSO 1779%ndthe SCADA specific standards the results need to be normalized. This is
done by dividinghe number of hits per page per group with the total number of hits p&rheage.

result can be seenHigure 13
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Figure 12- Number of hits per page in regard of countermeasures for ISO 17799
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Normalized value of the prioritization of groups

Comparison of the normalized values for the prioritization of groups between ISO 17799 and the SCADA specific standards
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Figure 13- Number of hits per pageSO 17799 versus SCADA Specific Standards

It is possible to create the same groupsagfitudeas for the SCADA specific standargsusing
the samdorder valueghey ar®.06and 0.02

e Number of his >0.06 Groups: 5, 6, 7, 12, 19, 22, 24 a tosd\wdrgroups

e 006> Number of hits > @2 Groups: 1, 2, 114, 1721, 25 a total ofseven
groups

e 0.02> Number of hits, Groups: 3, 4, 8, 9, 10, 131651820, 23, 26 a total of
twelvegroups
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Table 15- Number of hits per pagBlormalized} ISO 17799

6 | Access Control 0.133814
7 | Authentication 0127404
22| Third party collaboration 0.122596
5 | Cryptography 0.08413

19 | Business Continuity 0.076122

12 | Auditing ad vulneability scanning | 0.068109
24 | Poligy and Standard Compliance 0.065705
17 | Personnel Management 0.052083

14 | RiskAssessment and Management| 0.04807

25| Security Pritiples 0.044872
21 | Backup 0.03125
2 | Separation of Network 0.028846
1 | Network Security 0.02438
11 | Change Management 0.021635
16 | Training and Awareness 0.015224
18 | Incident planningandling 0.014423
4 | IDS 0.013622
23 | Busiress Management Comittment | 0.005609
13 | Inventory and Overview 0.004808
20 | System Resice 0.004808

Firewall 0.004006

Hardening 0.008205
10 | Patch Managemnt 0.003205
9 | Antivirus 0.001603
26 | System administratiotwols 0.000801
15 | Security Team 0

Total 1
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Comparison of the normalized values for the prioritization of groups between DHS Catalog and the SCADA specific

standards
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5 Results and Analysis

In this chaptethe data presenteddhapte# is analyzed

5.1 Analysis of data for standards

In this chapter the data for standards will be ana§ae of the questions that will be discussed
are

e Why certain stalards/guidelines receives the most number of hits
e Why cryptography is the méshportant countermeasure
e What the focus of the standards/guidelines seems to be

The standard with the highest level of densityin regard of countermeasures

The way to measutbe level ofdensityfor a standard is describedchmpter3.1 As shown in
Figure 3andTable 7 ISA get the highest amount of hits closely followed by NIST Guide and GAO.
This data is a way to show which standard contains the most information in total. In otlitds words
ISA contains the most information in regard of the gregrgibedn chapter.1 There might be a
simple reason as to wi§A get the highest number of hits. ISA is the longest standard/guideline;
there is more text where it is possible to find hitgleAcribed in chapteérlthe number of hits
dividedby the number of pagéhe resultan beseen irFigure 4; this shows the number of hits

per pagdn this case standards/guidelililes ISA and GAO get a loweaslueand instead DHS and
NERC receive théaighestnumberof hits per pageThis way of measuring can bergstingo for
example find out which standard requireslahst amount ofeadingbut still containa lot of
information.

The standard with the highest level of densityin regard of attacks

It is possible to make the same analysis but for attackd. ifkiedata is shown iRigure 5 and

Figure 6, an ordered list of the number of hits per page can be fotallénlQ There isa similar
patternasfor countermeasures. Whercomes to the number of hits in total ISA get the highest
number of hitdout when divide it by the number of pages it is clear that IEC and DHS are the
documentsvith the highest level of densityis also clear that ttiecus of the standards/guideln

is countermeasures and not attacks, more about thathatéact that ISA, GAO and NIST Guide

have a high number of hits can most likely be deduced to their advantage in the numberisf pages. It
alittle surprising that NIST SPP is riotther upon these listsince it is one of the documents that

deal with attacksxplicitly This may partially be because NIST SPP deals with attacks in a very
structured way using a language that does not generate many hits.

The standard with the highest level of @nsity in total

The data irFigure 7 and Table 11shows a merge of the results for attacks and the results for
countermeasures. It shows the leveleokitybased on the number of hits per page. Sitaxksat
generates a lot less hits per phge countermeasures this result is similar to the result for
countermeasures. There are a few differences, but DHS is still the detbrtfemhighest level of
densityaccording to this way of measuring.

The qustion is which way of measuring to use, the number of hits or the number of hits per page.
The number of hits per page is more comparable but the questitogivesfa fair result. The main
issue is if the shorter documents get an unfair advara&gdOE as an example. In regard of
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actual hits DOEget the lowest amouritooking at the hits per page DOE suddemhgsthe fifth
highest level of densiut DOE stillcontains the same amount of information no matter which way
of measuringthat is usel. Having many hits per pagmes not mean DOE is better
standard/guidelindt just meang requiredess readin receive as much information. For example
the total amount of information in ISA is still (most likely) higher then for DOE (unlessallSA is
repetition). To get a more fair comparig@nnumber of hits et in relatiothe number of hits per
page. The result can be foun#igure 8.

This result shows which standards hlaae the combination of a high numbehitsf and many hits
per pageThe best position to be in is the upper right coiftesre are three standards that are
clearly inside this area. These are DHS, NIST Guide and ISA.

This is a summarization of the results concerning which standgad tiehighest level of density

e The number of hits shows that ISA and NIST Ghialee the highest level of density
(Table 7).

e The number of hits per page shows that DHS and N2R€ the highest level of density
(Table 9).

e A combinatiorof the results above shows that DHNST Guideand ISAhave the highest
level of densitfFigure 8).

Which of these results to use when choosing which standard to read depend upon the goal with
readng the standafguideline For example if it is important to gain information as fast as possible it
might be best to use the number of hits per page. If it is important to really understand the area of
cyber security in SCADA system it might be betteset@ document with a lot of informatidhe
suggestioof the authokvould be to use either DHS or NIST Guide.

Focus on countermeasures

In the datat canbe se@ that the number of hits per page is much lower for attacks. The highest
number of hits pgpages found in IEC with 1.75 hits per page. This is less than half the number of
hits that KBM (thestandard/guideline with the lowest level of deimsiggard otountermeasures)
gotin regard of countermeasunesTable 16the quotient between the number of hits per page for
countermeasures and the number of hits per page for iattuksn.
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Table 160 Number of hits per page in regard of countermeasures divided by number of hits per page
in regad of attacks

Standard Quotient| Number of hits per page in | Number of hits per page in regar
regard of countermeasures | of attacks
IEC 3.23 5.65 1.75
NIST. Guide | 7.17 9.46 1.32
NIST. SPP | 8.05 4.05 0.50
DHS 8.61 13.51 1.53
ISA 9.43 8.15 0.86
GAO 9.46 6.62 0.70
CPNI 12.33 4.62 0.39
KBM 14.36 4.04 0.28
AGA 12 14.61 8.79 0.60
Average 9.69 7.21 0.88

The average quotient is 9i6%verage thearealmost 10 more hits per page for countermeasures
when compared with attacks. It is evident that thelastds focus on countermeasures and not
attacks.

The standards have different focus

It seems like the standards focus on different aspects of the security. There are three groups that can
be identified. Data for the number of hits per group for eachrst@adabe found iAppendix 3

1. There are standards that focus on technical countermeasures. These standards include GAO,
DHS, NIST Guide, ISA

2. There are standards that focus ontechnical countermeasures. These standards include
DOE, CPNI, NERC

3. There isa standard that focus on cryptograg{@yA.
4. Finally NIST SPP, KBM and IEC do not seem to have a clear focus.
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Table 177 Shows which countermeasures that are technical and which ateatocal

Techncal Non-technical

1 Network Security X

2 Separation of Network X

3 Firewall X

4 Intrusion Detection X

5 Cryptography X

6 Authorization X

7 Authentication X

8 Hardening X

9 Antivirus X

10 Patch Management X

11 Change Management X

12 Auditing and X
vulnerability scanning

13 Inventory and X
Overview

14 Risk Assessment and X
Management

15 Security Organization X

16 Training and Awarene X

17 Personnel Manageme X

18 Incident X
planning/handling

19 Business Continuity ar X
Contingency planning

20 System Resilience

21 Backup

22 Third party X
collaboration

23 Business Managemen X
Comittment

24 Policies and Standardg

25 Security Principles

26 System administration X
tools
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Table 180 The percent each group of focus has in the respective areas

Technical Non-technical | Standard with| Remaining
standards standads focus on
cryptography
Technical countermeasures 0.56 0.22 0.05 0.16
Non-technical countermeasureq 0.29 0.50 0.04 0.17
Cryptography 0.44 0.001 041 014

The number of hits per page for the countermeasures that are considered to beteurstizl
group 1 stands for 36 of the hits, group: 22 %, group:3 % and group 4.6 %. The number of
hits per page foloaintermeasures that are consideredeuatmicashows that group stands for 29
%, group 250 %, group :34 % and group:4L7 %.Finallythe number of hits per page for the
countermeasure that the specialized standard foc(sethisncase it is cggraphy, shows us that
group 1 stands for 44 % of the number of hits, groQ@ 26, group:31 % and group: 44 %.

It is interesting to see that the standards that focus -&ahmical countermeasures write almost
nothing about cryptography. Asen in chapter 5.2 cryptography is the most important
countermeasure (or at least the countermeasure that generates most hits). One explanation could be
that cryptography igerytechnically orientedt is also interesting th#ie standards that focus on
technical countermeasures and the standards that focustechmizal countermeasures stands for
over 50 % of the number of hits per pagdéir respective focus ardis indicates that it can be
quite important which stdard that is used especidlpnly certaimaspects of SCADA system
security are of interest also shows that it is probably best to not only use one standard/guideline
but rather several to be able to cover all aeghber it is interesting thatestandard is able to
generate 41 % of this number of hits per pagafptographyThis might push the results towards
being t@ concentrated on cryptography.
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5.2 Analysis of data for groups

In this chapter the data for groups will be analyzed. The wiataheas generated is described in
chapte3.1 The result can be seerfrigure 9 and an ordered list can be foundable 13

Cryptography, the most important countermeasue

The group that gets the most hits is the group that contains cryptographic countermeasures. These
countermeasures include all sorts of encryption, digital signatures, certificates and so on. One
explanation to cryptographies large number of hits ist tisatused as a part of many other
countermeasures. For example cryptography is often mentioned when discussing such subjects as
secure login and protection of data. This has the effect that the keywords for cryptography are
mentioned in connection withelse subjects as well which has the effect that it generates more hits.
Another explanation to the large amounts of hits for cryptographiyase of the standards (AIGA

is aimed at cryptographic countermeasures and generates a third of the hits alone.

Properties that affect the importance of countermeasures

As couldbe se@ in chapted.3the countermeasures can be divided into three gronagoitude
Theseare

e Number of hitper page0.4Group: 3, 4, 5, 6, 7, 12 aaladf six groups

e  0.4> Number of hitsper pager 0.14 Groups: 2, 14, 17, 22, 24, 25 a total of six groups

e 0.14> Number of hitsper pageGroups: 1, 8, 9, 10, 11, 13, 15, 16, 18, 19, 20, 21, 23, 26 a total
of fourteen groups

Groups of magnitude for countermeasures SCADA Specific Standards
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Examiring the group with ove0.4 hits per pageall of these countermeasures are technical. A

technical countermeasure (sometimes referred to as logical) is a countehaeéswsed to

oprotect the C.ILA. of sensitive information. Examples include logical access systems, encryptions
systems, antivirus systems, fThisriseinveoihtress to neand i ntr us
technical countermeasures (administjathat contains policies, personnel security, training and

awareness and so ptb]

Another thing is that all of these countermeasures arebratin the way that they can be used in
several ways and in different pafthe system. As already explained cryptography for example can

be a part of many other countermeasures and auditing and vulnerability scanning includes logging
which is used within all parts of the system.

Continuing to the groups with ow@f4hits perpageit can besea that they are a mix of technical
and nonrtechnical countermeasures. As with the groups that got mofedthasper pagehese
countermeasures are rathrerad For example Risk assessment and manag8ewnity Principles
and Pdties and Standards are all used to support other countermeasures.

Finally looking at the groups with less thadhits per pagehey area mix of technical and non
technical countermeasures but most of these countermeasures got specific subjestgpld-or e
backup, patch management and system administration tools are all rather specific.

Considering this there seems like there are two théiiganbeidentiiedthat influence the number
of hits a group get.

1. How broad a group is
2. How technical a gop is

There are of course exceptions to this, for example antivirus is a very technical countermeasure and it
is as general as firewalls and intrusion detection but it still dh398kits per pageompared to
firewall0.574or intrusion detectior505

Malicious software the bhiggest threat

Continuingwith the data for attackse number of hits per group can be seéigure 1Q It is quite

clear that malicious software is the attack with the most hits. An explarthi®icdold be that
malicious software is an obvious threat against SCADA systemsxigiesecouple of known
incidents were SCADA systems have been affected by maliciofi®lcddeordered list of the
result can be fodnin Table 14
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Properties that affect the importance of attacks
In chapte3.1it was said that the attacks could be divided into three gronpgnitudes follows

e Number of hits > 300, Groups:&total of one group

e 300> Number of hits > 100, Groups: 1, 3, 8, a total of three groups

e 100 > Number of hits, groups 4, 5, 6, 7, 9, 10, 11, 12, 13, 14, a total of ten groups

For countermeasures there were some patterns for which countermeasure retéivedineoe is

nothing similar for attackehis might be because the focus of these standards is on countermeasures.
There is not enough data to find a pattern.

Groups of magnitude for attacks SCADA Specific Standards
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Figure 20- The groups ofmagnituddor attackgor SCADA specit standards

Malicious software, biggest threat but not most prioritized

Consideing the content of the groupis interesting to see thatlimious software is the biggest

group amongst attacksjt antivirus is nobne of the biggest grouasiongst theountermeasures

Antivirus is not even in the top ten but can be found on seventeenth place. This seems odd but there
can be a few explanations for this. Antivirus protection in SCADA systems isltspgeciat.

possible tanstall any antivirus softwaand see what happens. First of all some vendors might not
continue to give support if third party software such as anisvingtallecdbn your systerfd6]

Antivirus software can sometimes be very resource demandingitmakpogsible to install on

systems with limited resources and high availability demands. Another problem with antivirus
software is that some parts of SCADA systems often are so called legacy systems where it might no
even be possible to install updaetivirus software. There exists a document that deals solely with
host based antivirus in SCADA environmgrib
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The mapping between attacks and countermeasures is in general not very easystarsg@.dEhe

do not contiin much information about this subject with a few exceptions. NIST SPP has one section
about it and IEC brings it up to some extent. It would be good if there existed a mapping from
attacks to countermeasures to consequences. That way it would betpdssiviewhat the
consequence of not applying a countermeasure would be which could greatly reduce the difficulty of
performing risk assessmefrishe case of malicious code as in the example above it is obvious that
antivirus is one countermeasure tbatld help butit is not as obvious that for example
authentication could also help preventing malicious code.

5.3 Comparison with ISO 17799

Please note that this comparison is done as to see which of the subjects brought up in the SCADA
specific standardseaalso brought up in ISO 17799. This data may not show the entire picture of
which subjects that ISO 17799 consider as impoftariegin the data for ISO 17799 will be
analyzed by itselfhis data can be seerFigure 12 An adered list of the result cae seen in

Table 15

Properties that affect the importance of countermeasures for ISO 17799

To be able to compare the gsewfmagnitudevith the one®f the SCADA specific standards the
normalizedresultshave to be usedMth the same border values as for the other staritt@rds
following gropsarecreated

e Number of hits > 0.06, Groups: 5, 6, 7, 12, 19, 22, 24 a total of seven groups
e 0.06 > Number of hits > 0.02, Groups: 1, 2, 11, 14, 17, 21ta28l of seven
groups

e 0.02 > Number of hits, Groups: 3, 4, 8, 9, 10, 13, 15, 16, 18, 20, 23, 26 a total of
twelve groups

Looking for patternsas dondor the other standards there are two thingscanbe se@. The first
thingisthat most of the grogpwith over @6 hits per page have in common is that they are general.
The second thing is that all the grazgrgaina mix of technical and néechnical countermeasures.
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Normalized value of the prioritization of groups
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Figure 21- The groups ofmagnituddor countermeasurés ISO 17799

Comparison between patterns for SCADA specific standards and 1ISO 17799

Comparinghe patternsoundfor SCADA specific standards with the doasdfor ISO 1779% is

seerthat the generality of groups is important to receive hits icdsath. On the other hand in the
SCADA specific standards the technical countermeasursgosgetnmore hits than the others but

in ISO 17799 the technical countermeasures sdesiwdits (with some exceptions). In general ISO
17799 have more groupshathe highest level afiagnitudeAll of the levels ofmagnituden ISO

17799 contain a mix of technical and-technical countermeasures. The fact that ISO 17799
contains more groups with the highest levalagiitudecould be interpreted as that 1STY99 is

broader than the SCADA specific standards. It gives a more complete picture of what needs to be
done even though it still miss some areas & wilbwrater in this chapter.

Compaing this result with the result for the SCADA specific stanthendsare both differences and
similarities. Ifrigure 13the resultare showside by side. One thing that is clear is that the technical
countermeasures get less priority in ISO 17799. There is especially a big differearoeuntt of

hits per page for firewalls and intrusion detection. There is also quite a big difference in how many
hits cryptography gets. ISO 17799 put more focus on theahmnical countermeasures. Some
groups that stand out when compared to the sthedards are personnel management, third party
collaboration and policies and standards.

Difference in the number of hits

The idea with making this comparison is to be able to see which groups of countermeasures that are
considered important in the SCABpecific standards but are not considered important in ISO
17799. To be able to do this the quotient between the number of hits per page for the SCADA
specific standards and the number of hits per page for ISOi4d &2 When calculating the
quotientthe normalized values seeFRigure 13are usedlhe result can be seerTaible 19 All the
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groups with a quotient greater than or equal to two are considered groups that are more important in
the SCAIA specific standards than in ISO 17799.

Table 19- Quotient between number of hits per page for SCADA specific standards and number of
hits per page for ISO 17799

ISO SCADA Specific
17799 | standards
3 Firewall 1929 0.004 0.077
26 Sysem adminisation tods 8.86 0.001 0.007
9 Antivirus 842 0.002 0.013
4 IDS 4.99 0014 0.068
10 Patd Managenm 368 0.003 0.012
8 Hardening 287 0.003 0.009
5 Cryptography 225 0.084 0.189
23 Busines Management Commitmen| 2.05 0.006 0.011
13 Inventory and Overgw 183 0.005 0.009
20 System Resilience 158 0.005 0.008
2 Separation of Network 136 0.029 0.039
12 Auditing ad vulnerabilitgcanning | 1.20 0.068 0.082
7 Authentication 111 0127 0.142
14 Risk Assessment and Manageimen| 0.94 0.048 0.045
25 Security Principles 0.89 0.045 0.040
18 Incident planning/hatiing 0.80 0.014 0.012
1 Network Security 0.80 0.024 0.019
16 Training and Awaress 0.80 0.015 0.012
11 Change Management 0.65 0.022 0.014
17 Persanel Managment 055 0.052 0.029
21 Backup 0.53 0.031 0.017
6 Access Control 046 0134 0.062
24 Policyand Standard Compliance | 0.34 0.066 0.022
22 Third party collaborain 0.32 0123 0.039
19 Business Cdimuity 0.21 0.076 0.016
15 Security Team b 0.000 0.006
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The groups with a quotient greater or equal to two are:

Firewall

e Intrusion Detection

e Cryptography

e Hardening

e Antivirus

e Patch Management

e Business Management Commitment
e System Administration tools

Trying to secure a SCADA system curreniegptied according to ISO 17799 these are the areas that
need the most extra attentidihe next section givesggestions on which standards taasad
more information on these areas.

Why are these groups not as represented in ISO 17799 as in thesBedific standardBifewalls,

intrusion detection, cryptograplantivirus and patch management are all extra problematic in
SCADA systems and this could be the reason they receive more attention in the SCADA specific
standards. These countermeasuseseduire quite specific configurations depending on the system
they are used in which make it quite hard to write about in a standard that is supposed to be general.
ISO 17799 is not only supposed to be written for general systems, ISO 17799 also conside
information security rather thaomputersecurityor SCADA securityOne difference that comes

from this is that ISO 17799 is concerned about the security of data regardless of if the information is
stored electronically or printed on papéso the piorities differ between information security and
SCADA security.

It is alsopossible tdook at the quotient in the opposite way. The groups with a very low quotient are
most likely dealt with in a sufficient way in ISO 17799. If the quotient iso@&Brahat means that
there is at least twice as many hits in ISO 17799.

e Poligy and Standard Compliance

e Third party collaboratn

e Business Caimuity
If ISO 17799 is currently in use but there is a plan to start using a SCADA specific standard then
there night not be as much need to work with these areashsigcre probably alreatbalt with
in a satisfying wayhis being said there might still be some SCADA specific questions that are dealt

with in the SCADA specific standasdsthere is still reasdo read through these sections of the
SCADA specific standards you choose to use

Suggestion on standards to use to improve security in addition to ISO 17799

The specific data for number of hits per standard per group can be fappdridix 3this data is
the foundation for this suggestion. For eachtheethree standards with the most number of hits
have beepicked out.
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Table 20- Which standards to use to learn more about certain areas

Firewalls GAO, ISA, NIST Guide
Intrusion Detection DHS, GAO, ISA
Cryptography AGA, DHS, ISA
Hardening DHS, NIST Guide, KBM
Antivirus NIST Guide, DHS, GAO
Patch management GAO, NIST Guide, DHS
Business Management Commitn] NERC,CPNI, NIST Guide
System Admistration Tools GAO, IEC, NIST Guide

My personal opinion on the listliable 20

For firewalls all of these documents are good. GAO is most basic and brings up what a firewall is and

what it is used for. ISA and NIST Guid@ te used for more specific advice on the use of firewalls

in SCADA system#lso worth mentioning is0 Good Practice Guide on Firewa
SCADA and Process Control [#&&Vhemadtrcdmedtintfusiomm NI SCC  (
detection all of the documents are good, GAO is more basic, DHS is aimed at procurement of

systems and ISA is more detailg@A is focused on cryptographic countermeasures in SCADA

systems and is the best document to get to know more aboogrepipyFor hardeninghe best

suggesbn isto use DHS since it is the only document that lets hardening have its own section. There

is also an interesting part of KBM about the removal of unnecessary conAectiessribed in
chapteis.2antivirus is not dealt with to a great extent in any standard. All of the documents in the list
areequallygood even though GA®ight still be morbasiclt is also once agaimorth mentionng

the document about antivirus in SCADA emvitentq15]

5.4 Comparison with DHS Catalog

The document DHS Catalog is supposed to be a framework to help in the development of sound
security standards/guidelines. As such it could be interesting to compare what this document
considers important to the other standards.

In general thaumbers are similar to the ones from the SCADA specific standards/guidelines. As in
the comparison with ISO 17799 the DHS Catalog seems to put more focus ontelbnial
countermeasuradthowgh not as much as ISO 177880 similar to ISO 17799 is the difference in

the numbers for the intrusion detection and firewall groups. These are lower for DHS Catalog. Also
worth mentioning is the fact that DHS Catalog receives no hits at all farsathiizis a trend for

all of the standarftgiidelinesThe fact that the data is similar for the SCADA specifatastiEnand

DHS Catalog indicates that the SCADA specific standards deal with the issues that DHS would like
them to deal with.



