Auto-generated PDF by ReMigWtticle has been accepted for publication in a future issuégﬂ;hgﬁéﬁfﬁﬁm{ﬁ{% §¥§B€éﬂ%ﬂl—wéﬁﬁ€ﬂ. & Applications

Content may change prior to final publication in an issue of the journal. To cite the paper please use the doi provided on the Digital Library page.

IET Research Journals

lH Journals
The Institution of

Engineering and Technology

Private Routing and Ride-Sharing Using

Homomorphic Encryption

Farhad Farokhi?>* Iman Shames? Karl H. Johansson®

1 CSIRO’s Data61, Docklands, Australia

ISSN 1751-8644
doi: 0000000000
www.ietdl.org

2 Department of Electrical and Electronic Engineering at the University of Melbourne, Parkville, Australia
3 School of Electrical Engineering and Computer Science, KTH Royal Institute of Technology, Stockholm, Sweden

* E-mail: farhad.farakhi@unimelb.edu.au

Abstract: A framework for private and secure communication and interaction between agents interacting in transportation ser-
vices is developed. An agent, i.e., a user, can ask questions or submit queries regarding whether the other agents, i.e., drivers,
use a desired road at specific times of the day in an encrypted fashion. We develop the framework using semi-homomorphic
encryption (namely, the Paillier's encryption method) to enables algebraic manipulation of plain data without the need for decryp-
tion using appropriate computations over the encrypted data. Strong privacy and security guarantees are proved for the agents.
Subsequently, the semi-homomorphic encryption method is utilized to develop privacy-aware ride-sharing and routing algorithms
without the need for disclosing the origin and destination of the user.

1 Introduction
1.1  Motivation

Advances in communication technology have created new opportu-
nities in the context of the shared economy. An example of such
advances is collaborative driving including ride-sharing and heavy-
duty vehicle platooning to reduce fuel consumption, greenhouse
emissions, and costs for commuters or truck fleets [1]. The rewards
of these new technologies come at the cost of the erosion of privacy
within society. For instance, ride-sharing applications can require
and record detailed information from their customers and service
providers. This information can be later used for targeted advertise-
ments or be sold to a third party for profit. The situation can even
get worse in commercial examples due to the competitive nature
of the users. For instance, although heavy-duty vehicle platoon-
ing has shown promises in small-scale experiments, it has not yet
been adopted widely. In addition to technological and legal barriers,
this could be caused by the commercial nature of the fleet owners
(that are often competing for the same clients) resulting in their
unwillingness to share private data, e.g., routes and travel times of
their vehicles, even if cooperation reduces their operative costs. This
motivates the need for developing private and secure match-making
services to facilitate effective coordination among competing com-
panies, such as fleet owners, for widespread adoption of these new
technologies. Such services are not limited to heavy-duty vehicle
platooning or ride-sharing applications but can be justified in many
other scenarios, such as collaborative logistics and energy markets
(or, even completely unrelated to the topic of this paper, online dating
services). Another example of a popular, yet privacy eroding, online
service is routing based on real-time traffic estimates. This service
requires the users to provide their origins and destinations to the
server so that the application can find the fastest (or the most efficient
in another appropriate measure) route. Therefore, new approaches
for online routing that can deliver services with privacy guarantees
are required.

1.2 Related Work

The problem of privacy in transportation systems has attracted much
attention recently [2—13]. Some of those studies rely on anonymiza-
tion and differential privacy for retaining privacy. Anonymization
is proved to be insufficient for privacy in many transportation sys-
tems [14, 15]. Further, differential privacy may not be preferred for
routing and ride-sharing as the corrupted data can lose its essential
characteristics (e.g., the extracted shortest path might no longer be
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the shortest for the user). Other studies are involved with the traffic
estimation using real-time location measurements of the participants
and they propose strategies that can keep the identity of the users or
the location of their private places, such as home or work addresses,
hidden [12]. In this paper, in contrast to those studies, we investi-
gate the problem regarding the use of real-time traffic data and not
its generation.

The first part of the paper on ride-sharing shares ideas with pri-
vate searching in streaming data [16-20]. In private searching in
streaming data, we are interested in determining if certain impor-
tant keywords have been utilized in private encrypted messages, e.g.,
messages or e-mails. If the keywords do not appear, the content of
the messages itself is not of special interest. In private searching in
streaming data, the privacy guarantees are often one-sided with guar-
antees provided to protect the privacy of data owners. In this paper,
however, both sides (i.e., the questioning agents and the responding
agent) require privacy guarantees.

The problem of creating location-based services with privacy
guarantees has been studied in the past [21-30]. Those studies pro-
vide mechanisms for identifying places of interest (possibly of spe-
cific types) close to a location without revealing the exact address.
Some of those studies rely on homomorphic encryption techniques,
e.g., [26], while others rely on adding dummy locations, e.g., [25].
Those papers, however, do not investigate the problem of routing
the vehicles following the shortest path from their current locations.
Homomorphic encryption has been previously utilized to develop
privacy-preserving ticketing and billing for transport [27, 31, 32]
and for ride-sharing in [33-37]. Again, those studies do not address
privacy-preserving routing.

Homomorphic encryption has been used to ensure security and
privacy, especially against eavesdropping agents, within networked
control and estimation [38—42]. Those studies, however, address the
difficulties associated with the use of encryption in real-time feed-
back loop and do not focus on developing a framework for private
coordination among multiple, possibly competing, agents. These
studies also do not provide two-sided privacy guarantees, which is
required for this paper as discussed above.

This paper is closely related to secure multi-party computation
dedicated to developing methods for multiple agents to jointly eval-
uate a function for their inputs while keeping the inputs private
(from each other). In addition to using homomorphic encryption for
secure multi-party computation [43, 44], other approaches have been
developed that rely on secret sharing or other forms of encryption.
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A branch of such studies rely on Yao’s protocol (originally intro-
duced for secure two-party computation) [45]. The protocol provides
a method for evaluating a Boolean circuit without any party being
able to observe the bits that flow through the circuit during the eval-
uation. Yao’s protocol has been proved to be secure [46] and can be
efficiently implemented with a computational complexity that is lin-
ear in the number of inputs [47]. In private routing, when dealing
with procedures that are not Boolean, the efficiency of Yao’s pro-
tocol is limited. This is because the function needs to be rewritten
in a Boolean form (which is, of course, possible when dealing with
integer numbers). However, finding the most efficient representation
of a function in the Boolean form for efficiently implementing Yao’s
protocol [48] is not trivial [49].

Finally, a preliminary version of this paper was presented as
a conference paper in [52]. The conference paper only contained
results on private ride-sharing and did not address the problem of
private routing, which is a substantial part of the contributions of
this paper.

1.3 Contributions

In this paper, at first, we develop a framework for secure and private
communication between two agents. In the context of the heavy-
duty vehicle platooning, which was presented in an early version of
this paper [52], the agents are the fleet owners. However, in the case
of ride-sharing, which is the topic of this paper, the agents can be
the commuters and the road users. In this framework, an agent can
submit an encrypted query or ask an encrypted question regarding
whether the other agents use a particular road at a given time of the
day. This is done in such a way that the other agents can provide their
responses without knowing the content of the question or query.

‘We develop this framework using semi-homomorphic encryption,
particularly, the Paillier’s encryption method [53]. This is because
semi-homomorphic encryption allows algebraic manipulation on the
plaintext, which is often required for responding to the encrypted
query, without the need of decryption [54]. This category of encryp-
tion techniques makes it possible for the second agent (i.e., the one
receiving the encrypted question) to respond by appropriate manipu-
lations of the encrypted question. Here, Paillier’s encryption method,
as an example of semi-homomorphic encryption methodology, is uti-
lized [53]; however, the idea of this paper can be developed based on
many other homomorphic encryption methods; see, e.g., [54].

‘We prove strong privacy and security guarantees for the developed
framework. First, the agents cannot extract any private information
from the agent who submits the query. Furthermore, the amount of
information that the questioning agent can extract from all the other
agents is bounded. A deceitful agent, that is submitting an encrypted
query or asking an encrypted question, can at most extract the
answer to two questions regarding the activities of the other agents.
This is often negligible in comparison with the number of possi-
ble questions. These privacy guarantees, however, come at the price
of increasing the computational load of the users, due to the need
for encryption. In the paper, this secure communication platform
is subsequently generalized to distributed coordination mechanisms
among many agents.

The semi-homomorphic encryption method is then used to
develop a privacy-aware routing algorithm. The users submit queries
to the server containing the current state of the traffic on the roads in
a transportation network without disclosing the identity of the roads
in question. This allows the users to locally run shortest path algo-
rithms, such as Dijkstra’s algorithm [55, pp.595-600], to find the
most desirable path between origins and destinations without reveal-
ing the locations to the server containing the traffic data. It can be
shown that the server cannot identify the location of the origin and
the destination of the user better than a random number generator can
guess. This regained privacy comes at the price of increased compu-
tational complexity as the burden of reporting the weight of an edge
becomes linearly dependent on the number of nodes in the trans-
portation network (which can be staggeringly high). To overcome

this problem, a method for trimming down computational complex-
ity and investigating the trade-off between complexity and privacy is
developed.

In summary, we make the following contributions in this paper:
e Developing a framework for communication between two agents
for ride-sharing using homomorphic encryption with strong privacy
and security guarantees;
e Generalizing the framework to distributed coordination among
many agents;
e Using homomorphic encryption for developing privacy-aware
routing algorithms;
e Proposing a method for trimming down the computational com-
plexity of privacy-aware routing algorithms in order to investigate
the trade-off between complexity and privacy.

1.4  Outline

The remainder of this paper is organized as follows. The Paillier’s
encryption is introduced, as an example of a semi-homomorphic
encryption method, in Section 2. A framework for private ride-
sharing is developed in Section 3. Subsequently, the problem of
private routing is investigated in Section 4. Numerical examples are
presented in Section 5. Finally, Section 6 concludes the paper.

2 Semi-Homomorphic Encryption

In this subsection, the Paillier’s encryption method is briefly
introduced [53]. The semantic security of the Paillier’s encryp-
tion method follows from the Decisional Composite Residuosity
Assumption [53]. This assumption requires that the problem of
deciding whether there exists y € Zy2 with x = yN mod N for
integers N € Z and z € Z 2 is computationally hard; see [53, 54]
for more information. Note that, for any N € N, Zy is the set of
integers modulo N.

Now, we can describe the Paillier’s encryption method. We must
first generate public and private keys. Select large prime numbers
p and ¢ such that ged(pg, (p — 1)(¢ — 1)) = 1, where ged(a, b)
refers to the greatest common divisor of a and b. This condi-
tion is satisfied with a high probability if the prime numbers are
selected randomly and independently. The public key is N = pq.
The public key is used for encryption and can be shared with
all the parties that need to perform computations. The private
key is (A, p) with A=1lem(p—1,¢—1) and g =A"' mod N,
where lcm(a,b) is the least common multiple of a and b. The
private key must only be available to the entity that decrypts
the data. We can encrypt a plain message ¢ € Zy by comput-
ing E(t;r) = (N + 1) mod N2, where r is randomly selected
with uniform probability from Z}; := {z € Zy|ged(z, N) = 1}.
For decryption of ¢ € Z 2, we must follow the mapping D(c) =
L(c* mod N?)pmod N, where L(z) = (x — 1)/N. By construc-
tion, D(E(t;r)) =t for all r € Z}y and all ¢ € Zy, which points
to the correctness of the Paillier’s encryption method [53].

The Paillier’s encryption is a semi-homomorphic encryption
method. Therefore, without decrypting encrypted data, we can per-
form addition on the corresponding plain data. The Paillier’s encryp-
tion also allows us to multiply an encrypted number with a plaintext
without decryption. Note that multiplication of ciphertext by a plain-
text can be done by successive summation of the ciphertext. The fact
that we cannot multiply two encrypted numbers together implies that
the Paillier’s encryption is only semi-homomorphic. In the next two
sections, we use the additive-homomorhic property as well as mul-
tiplication by plaintext to devise secure and private ride-sharing and
routing algorithms. This is shown in the following proposition.

Proposition 2.1 ([53]). The following identities hold:

L. For all v,v' € Z}y and t,t' € Zyn such that t+1t € Zy,
E(t;m)E{ ;7" )mod N2 = E(t +t';rr');

2. For all v €Zy and all t,t' € Zy such that tt' € Zy,
E(t;r)t mod N2 = E(t't;r").
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encrypted query

user encrypted response driver

Fig. 1: Communication structure between a user and a driver in
private ride-sharing. The user and the driver can only enquire about
each other’s interests and logistical constraints under strict privacy
constraints. The user does not leak any private information and a
deceitful user can at most extract information on the interests of the
drivers about at most two pairs of roads and time windows.

Proposition 2.1 states that summation and multiplication of the
plain data can be performed on the encrypted data as the computa-
tion E(t;7)E(t'; r') mod N? on the encrypted data corresponds to
addition ¢ + ' and E(t; r)t/ mod N2 corresponds to multiplication
tt'. In what follows, we use these properties to create a method for
secure and private ride-sharing.

3  Private Ride-Sharing

In this section, we present the problem formulation and the results
for ride-sharing (although the results can be readily used in other
coordination contexts). This allows us to pose concrete questions and
provide meaningful privacy and security guarantees.

Assume that driver ¢ € F := {1,..., F'} travels over various
roads on a transportation network in set 7 and at various time inter-
vals of the day in set 7 (based on their individual preferences).
It is assumed that |P| < oo and |7| < co. In this paper, we dis-
cretize the time of the day (e.g., in one-hour windows) in order to
have a finite number of time windows. We use the set of integers
W :={1,...,|P||T|} to capture all the possible combinations of
roads and time windows (all combinations in which a driver might be
interested in traveling). There is a one-to-one relationship between
Wand P x T,i.e., W isisomorphicto P x T.

We want to create a framework for secure and private communi-
cation among the users and drivers for the users to identify potential
vehicles for ride-sharing. The matching is possible if the drivers and
user exchange times and roads over which they travel. This exchange
would, however, violate their privacy. Therefore, we aim to create a
communication platform for the users and drivers to enquire about
each other’s other interests and logistical constraints under strict pri-
vacy constraints. It is shown that the enquiring agent does not leak
any private information (i.e., the drivers cannot realize the road and
the time window of interest of the enquiring user). In addition, even
with the most sophisticated maneuvers, a deceitful enquiring user
can only extract information on the interests of the drivers about
at most two pairs of roads and time windows, which is negligible
considering the sheer number of possibilities.

3.1 Secure and Private Communication Framework

In this section, the communication is restricted to two agents: a user
(enquiring about the possibility of traveling on a specific time win-
dow and road) and a driver. Figure 1 illustrates the communication
structure between the user and the driver in private ride-sharing.
The user submits an encrypted query to the driver. The driver com-
putes the response to the query (without knowing the query or the
response) and provides the encrypted response to the user. The user
then decrypts the response, which could point to the possibility of
ride-sharing between them. This setup is subsequently generalized to
develop a distributed coordination mechanism in the next subsection.

Assume that the user wants to know if the driver is traveling on the
path and the time of the day associated with w € )V while it does not
want the driver to know w explicitly, at least not before confirming
that they can ride-share. The user can construct an encrypted vector

IET Research Journals, pp. 1-10
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Algorithm 1 Procedure SUBMITQUERY for the user.

input: w, W
output:

1: procedure SUBMITQUERY (w, V)
2 # Computed by the user

3 fori € Wdo

4 if ¢ = w then

5: x; < E(1;7;)

6: else

7: x; < E(0;7;)

8 end if

9 end for

0 return x

1: end procedure

Algorithm 2 Procedure RETURNRESPONSE for the driver.

input: x, W, N
output: y o
: procedure SUBMITQUERY (z,V,N)
# Computed by the driver
y+1
fori € W do
Select v; randomly from {1,..., N — 1}
y + y(z¥ mod N?) mod N
end for
return y
end procedure

B A A R ol

T € ZWI such that the i-th element of z is

E(0;7;), otherwise.

The random element r; in the encryption E(1;r;) or E(0;r;)
ensures that, with a high probability, ciphertexts of repeated 1 and
0 remain different'. The user transmits encrypted vector z to the
driver. The driver then computes

y= ( H z;’ mosz) mod N2,
jeEW

where x; are encryption of zeros and ones, defined in (1), v; is ran-
domly selected from {1, ..., N — 1} with uniform probability, and
W C W is the set of all paths and times over which the driver is
traveling. The procedures for the user and driver are summarized
in Algorithms 1 and 2. The following proposition proves that the
decryption D(y) indicates if the user and the driver can share a ride
or not, in fact, pointing to the correctness of the proposed method.

Proposition 3.1. If the user and the driver, respectively, use Algo-
rithms 1 and 2, then D(y) # 0 if the user and the driver can ride
share, i.e., if w € W, and D(y) = 0 otherwise.

Proof: The proof follows from the construction of the vector x and
the application of Proposition 2.1. O

In this paper, we are interested in security and privacy from the
perspective of eavesdropping. The driver can create unintelligible
outputs by ignoring the received encrypted vector x; however, the
detection and mitigation of false detection injection attacks are out

L Assuming that both p and q are of the length of 1024 bits, the public key is
of length 2048 bits. Therefore, the probability of selecting the same r twice

even in a vector of millions of elements is smaller than 10~ 1000,
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of our scope. In the remainder of this section, it is proved that eaves-
dropping attacks are computationally expensive (in fact, impossible
by appropriate selection of the security parameters). We need to
make the following definition for assessing the security and pri-
vacy of the proposed method from the perspective of the user. This
definition is known in the encryption literature as semantic security.

Definition 3.1. Let the driver propose wi,ws € W. The user
chooses at random w from {wi,wa} with equal probability and
sends x constructed using Algorithm 1. The driver can based on
its knowledge of x (and wi,ws) guess w. This guess is denoted
by w'. The driver’s advantage® is given by Adv(k) := |P{w =
w'} — 1/2|, where k denotes the security parameter; e.g., min(p, q)
in the Paillier’s technique. The proposed strategy is defined to be
private if Adv is negllglble

Definition 3.1 states that the proposed strategy is private if the
driver cannot guess preference w supplied by the user any better
than a pure random number generator.

Proposition 3.2. Under the Decisional Composite Residuosity
Assumption, Algorithm 1 is private in the sense of Definition 3.1.

Proof: The proof follows the semantic security of the Paillier’s
encryption method [53]. O

The driver’s privacy and security guarantees are weaker because,
by construction, if the user and the driver, respectively, use Algo-
rithms 1 and 2, the user can successfully determine if the driver
travels on the path and in the time window associated with w. This
implies that, even in the best of situation, some private informa-
tion from the driver is leaked. We show that the user can potentially
extract more information by not following Algorithm 1. This points
to a slightly deeper erosion of privacy. However, we prove that the
information that the user can extract, under the sophisticated attacks,
is extremely limited.

Assume that the user does not follow Algorithm 1 and constructs
z such that x; = E(Z;;7;), Vi, for &; € Zy. We can prove the
following proposition.

Proposition 3.3. [fx; = E(Z;;r;), Vi, for &; € Z, then

D(y) = ( > xlv,zl) mod N, )

weW

where z; = 1 if i € W (the driver travels on the road and the time
associated with i € W) and z; = 0 otherwise.

Proof: The proof follows from the construction of the vector z,
Z;, Vi, and the application of Proposition 2.1. O

Proposition 3.3 states the user must solve D(y) = (3_,, ey ivizi)
mod N to extract z; for all 7. Note that the user can intro-
duce the change of variable &; = v;z; and instead solve D(y) =
(> wew Ti&i) mod N. Evidently, z; =1 if £ #0 and z; =0
otherwise. Define

=:=¢ezW| D) = ( 3 xlgl) modN $. (3
weWw

This set captures all the solutions of the linear equation D(y) =
(X wew Ti&i) mod N.

LThe advantage captures the superiority of the performance in comparison
to a pure random number generator.

2f:N— R>o is negligible if there exists ne € N, Vc € N, such that
f(n) <1/nVn > nc[16].

driver 5

| o&

driver 4

omme
\ dnvcr

Fig. 2: Communication structure for distributed coordination
between a user and multiple drivers in private ride-sharing. The black
lines show undirected edges among the drivers for communication.
The red arrows show a walk on the graph among the drivers used for
responding to the encrypted query of the user.

encrypted query

W @

drlver 2

user encrypted response driver 1

Proposltlon 34. Let t = |{i|@; #0} > 1. Then |Z|> (N
1)t =L if there exists i such that ged(Z;, N) = 1.

Proof: See Appendix A. O

Proposition 3.4 shows that, even if two Z; are non-zero, |Z| or
the number of solutions of D(y) = (3_,,cyy Zi&:) mod N is larger
than N — 1. The number of the solutions grows even larger as more
T; become non-zero. This is because ¢, which captures the number
of the non-zero Z;, appears as an exponent. Since the security of
the encryption relies on the public key N being extremely largel,
the user must check a huge number of solutions. This is numerically
impractical.

Proposltlon 3.5. Let t = |{i|Z; # 0} > 2. Then |Z| > 2(N
1)t=2 if there does not exist i such that gcd(Z;, N) = 1.

Proof: See Appendix B. O

Proposition 3.5 shows that, by smart planning (selecting &; such
that ged(Z;, N) # 1), the user can only realize if the driver has
any interest in the roads and the time windows associated with two
entries of WV instead of one by following Algorithm 1. Since in
practice |W)| is large, this might not matter.

Remark 3.1 (Computational Complexity). Algorithm 1 requires
|[W| encryption operations, where encryption has a cost that is non-
linear in N. Because the size of N is constant, the cost of the encryp-
tion is also constant (albeit a large constant). This implies that the
computational complexity of Algorithm 1 is O(|W)|). Algorithm 2
requires |W)| exponentiations and multiplications. As _a result, the
computational complexity of Algorithm 2 scales as O(|W)). Finally,
note that, in practice, |W)| < |W)|. Thus the combined computa-
tional complexity of Algorithms 1 and 2 is O(|W)).

Remark 3.2 (Secure Multi-Party Computation). Note that the func-
tion that is being computed in this section is Boolean. Let ("
be a Boolean variable that takes the value true if the user wants
to enquire about the availability of the driver for traveling on the
time window and road associated with w and takes the value false
otherwise. Similarly, define Cdmer to be a Boolean variable that
takes the value true if w € YV and takes the value false otherwise.
The desired output in this case is given by \/ ., ey (G A (Grivery
This allows the required computations to be implemented using
Yao’s protocol. Doing so, the user can garble (i.e., encrypt) the

LMost often p, q are selected as prime numbers with the length of 1024 bits
pointing to that N = 0(22048),
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circuit and the driver can receive the encrypted inputs and eval-
uate the outcome through oblivious transfer, e.g., 1-2 oblivious
transfer [56]. The computational complexity of this methodology
is O(|W)|) [47], which is identical to our proposed methodology
using semi-homomorphic encryption (see Remark 3.1). This is, in
fact, the case because Yao’s protocol can be implemented using
semi-homomorphic encryption (the methodology of this paper is an
implementation of Yao's protocol using Paillier’s encryption).

Remark 3.3 (Brute-force Attack). An adversary who wishes to
obtain W corresponding to the driver could query sequentially to
check if w € W for all w € W or not. This attack has a worst-case
complexity that is polynomial in |W)|, specifically O(|W)|?). Such
a brute-force attack is, in fact, feasible for any secure multi-party
computation algorithm that provides a correct answer, such as Yao's
protocol. To avoid this, the answers must be statistically corrupted
by noise to ensure differential privacy [57]; however, that generates
false positive matches between users and drivers, which drastically
reduces the utility of the application. To avoid brute-force attacks, it
is assumed that the number of function computations allowed by the
policy is restricted to a number that is much smaller than |[W)|.

3.2 Distributed Coordination

Now, we use the results of the previous section to construct a dis-
tributed coordination mechanism for the users and drivers. We use
an undirected graph G with the vertex set F (i.e., the drivers) and
the edge set & C F X F in order to model the communication
structure between the drivers. This graph must not be mistaken with
the transportation network, i.e., the roads over which the vehicles
travel. A walk over G¢ is a sequence of possibly repeated vertices
L= (’U(), . 7'Uk) such that (Ui,vi+1) €& with 0<i<k-—1.
Figure 2 illustrates the communication structure for distributed coor-
dination between a user and multiple drivers in private ride-sharing.
The black lines show undirected edges £ among the drivers F for
communication. The red arrows show a walk on the graph among
the drivers used for responding to the encrypted query of the user.
We make the following standing assumption.

Assumption 3.1. G is connected.

Due to Assumption 3.1, any driver can communicate with any
other driver successfully. Let £ = (v, ..., v;) be a walk over G¢
such that the drivers vg and v can communicate with the user.
Because the user wants to check the possibility of ride-sharing with
all the drivers in F (and not a subset of them), the walk £ must span
all the vertices of the graph. The existence of the walk is guaranteed
by Assumption 3.1. We use this property to develop an algorithm for
the drivers to collaboratively respond to the encrypted query of the
user.

A user wants to check if any driver operates over the path and
the time window associated with w € W. The user can follow
Algorithm 1 to construct the encrypted vector z. The user subse-
quently submits x to vy for coordination. All drivers in the walk
L follow Algorithm 3 to respond to the query of the user. In this
algorithm, W; C W is the set of all times and paths over which
driver j travels. We can show that, if the user follows Algorithm 1
and the drivers in £ follow Algorithm 3, the provided encrypted
response is correct.

Proposition 3.6. If the user follows Algorithm 1 and all the drivers
in L follow Algorithm 3, then D(y) # 0 if any of the drivers in L
uses the path and time window associated with w, and D(y) = 0
otherwise.

Proof: The proof follows from the application of Proposition 2.1.
O

We can prove a similar result to Proposition 3.2 for the enquir-
ing user in the distributed coordination case as well following the
semantic security of the Paillier’s encryption method. Therefore, we
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Algorithm 3 Procedure DISTRESPONSE for the drivers in the walk
L to distributedly respond to the query of the user.

input: 2, £, W;)jec, N
output: y

1: procedure DlSTRESPONSE(a:,L(Wj)]-eg,N)

2 # Computed by the drivers in £

3 for j = vg,...,vp_1 do

4: for i € Wj do

5: Select w; randomly in {1,..., |[N/(|£] —2)]}
6: z; + o7  mod N

7 end for

8: end for

9: y+<1
10: for i € Wy, do
11: Select w; randomlym {1,..., IN/(L]—2)]}
12: y < y(x;" mod N 2y mod N2
13: end for
14: return y

15: end procedure

only focus on the privacy guarantees of the drivers in the remainder
of this section.

Proposition 3.7. If, for all i, x; = E(Z;;r;) for some integer &; €

7y, then
D(y) = ( Z iivi( Z zf))modN, (@)
weW jeL\{¢}
where zJ =1 if driver j € L travels on the path and the time

window assoczated with i € W and zf = 0 otherwise.

Proof: The proof is similar to that of Proposition 3.3. O

Similarly, following Proposition 3.7, the enquiring user must
solve the linear equation

= ( Z Z :Elff) mod NV,
wEW jEL\{f}

where zf =1 if{g # 0 and zf =
all possibilities

0 otherwise. Construct the set of

E:= {(ﬁf)jeﬁ\{e} ez NIE=2)

y):(z > iifg)mOdN} )

weW jeL\{¢}

The following result can be proved regarding the size of the set =
extending Propositions 3.4 and 3.5 to the distributed situation.

Proposition 3.8. The following two statements hold:

o Lett = |{i|&; # 0} > 1. Then m > (L] -2)(N =1L if
there exists i such that gcd(Z;, N) =

o Lett = |{i| % # 0} > 2. Then |_\ > 2] —2)2(N — 1)1 2
if there does not exist i such that gcd(Z;, N) = 1.

Proof: The proof follows a similar line of reasoning as in Proposi-
tions 3.4 and 3.5. O

Proposition 3.8 states that the privacy guarantees of the drivers
is stronger than the privacy guarantees in the case of two agents (in
the previous subsection). This is because the responses of all the
drivers get mixed and the user cannot identify the drivers that have
responded positively.
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. /\

user encrypted response

server

Fig. 3: Communication structure between a road user and a server
containing real-time traffic information.

1:Kiruna

wi,2) = 340)

Fig. 4: Example of a transportation network in Sweden modeled by
a graph.

4  Private Routing

In this section, the transportation network is modeled by a directed
graph G = (Vg,&g), where Vg :={1,...,|Vg|} C N denotes the
set of vertices (e.g., intersections) and £ C Vg X Vg denotes the
edges (e.g., roads or road segments)l. A weight is associated to
each edge e € £ and denoted by we € N. The assumption that
the weights are integer numbers is without loss of generality as the
weights can always be multiplied by a large integer constant. The
weights can denote the average travel time on the roads if our desire
is to seek the shortest path in time from source s € Vg to destina-
tion d € Vg. However, the weights can also show the length of the
road or the amount of toll if, respectively, it is desired to find the
shortest path in distance or the cheapest travel option. It is assumed
that the graph G is available to both the server and the users. How-
ever, the weights (we)ecg, are stored only in a database on the
server. Finally, the source s and the destination d are only known
by user. Figure 4 shows an example of a transportation network
modeled by a graph. Here, the graph is undirected, i.e., (i, j) € &g
if and only if (j,7) € £g. The weights W(j,i) = W(i,j) captures the
distance between the cities in kilometres.

To figure out the shortest path between the source and the desti-
nation, the user can use Dijkstra’s algorithm or dynamic program-
ming [55, pp. 595-600]. The algorithm can be implemented on the

LIt is pivotal to not mistake the transportation network G with the

communication graph Ge among the drivers in the previous section.

Algorithm 4 Procedure REPORTINGWEIGHTS for reporting an
encrypted copy of the weights of the edges.

input: z,G
output: y

1: procedure REPORTINGWEIGHTS(Z,G)
2: # Computed by the server

3: for £ € Vg do

4: ge +— 1

5: for k € Vg : wyy, # 0do

6: Je < Go(Tg)"** mod N?
7: end for

8: end for

9: return y

0:

end procedure

Algorithm 5 Procedure EXTRACTINGWEIGHTS for extracting the
weights of the edges.

input: i, G
Output: (w(],l) ) (4,i)EEg
: procedure EXTRACTINGWEIGHTS(%,G)

1

2: # Computed by the user
3: for £ € Vg do

4: if £ = i then

5: Tp < E(1;1y)
6: else

7 g < E(0;71)
8: end if

9: end for

10: § < REPORTINGWEIGHTS(Z)

1 wiyq) < D) VieVg: (i) €ég
12: return (w(; 1)) (j,i)cgq

13: end procedure

server in which case the user needs to transmit the location of the
source and the destination to the server. This infringes on the pri-
vacy of the user. Alternatively, the algorithm can run locally by
the user in which case it needs to query the server containing the
database of weights in the vicinity of s and d (with a large-enough
radius of inclusion). This approach violates the privacy of the user
as the server can figure out the source and the destination (from the
sequence of the queried edges). In this paper, the aim is to develop
a mechanism using semi-homomorphic encryption, so that the user
can query the weight of any edge e € £g without revealing the iden-
tity of the edge e to the server. Figure 3 illustrates the communication
structure between a road user and a server containing real-time traffic
information.

4.1  Private and Secure Communication Framework

Define the matrix W = (w;;) such that w;; = w(; ;) if (5, 9) € &g
and wij = 0 otherwise. Let, for any 7 € Vg, x(i) denote a vector,

@) —qandz =0 for j # . Calculate

where z; j

y =Wz, 6

where z = (%) if the user is interested in knowing the weights of all
the edges that originate from vertex i € Vg, i.e., all the edges e € £g
such that e = (i, j) for some j € Vg. Then, y; is equal to W(i,5) if
(i,7) € &g or equal to zero otherwise. A method must be developed
to compute the multiplication in (6) on the server without revealing
1. This is presented in the following proposition.

Proposition 4.1. Let & = E(xz¢;1y) for all £ € Vg. Calculate g
in ¢ € Vg according to

ﬂg = H (ik)w”" mod N2.
keVg
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Then, y; = D(gy) forall € € Vg.
Proof: See Appendix C. O

The calculations for which the server is responsible are summa-
rized in Algorithm 4 while the computations that the user needs to
perform are shown in Algorithm 5

Remark 4.1 (Computational Complexity). The server is required
to perform O(|Vg|dg) exponentiations and multiplications, where
dg is the maximum degree1 of the graph G. Assuming that the size
of the weights is independent of the number of vertices and edges
in the graph, the computational complexity of Algorithm 4 is of the
order of O(|Vg|dg). The computational complexity of the encryp-
tion part of Algorithm 5 in lines 3-9 is of the order of O(|Vg]).
This is because what being encrypted is only binary. The computa-
tional complexity of the decryption part of Algorithm 5 in line 11 is
of the order of O(dgc), where c is the cost of decrypting a cipher-
text generated by Faillier’s method. This part is not a function of
the size of the underlying graph. Therefore, the computational com-
plexity of both Algorithms 4 and 5 scales linearly with the size of
the graph. This might not be desirable as the size of the graph (i.e.,
the underlying transportation network) grows. For large transporta-
tion networks, the server and user can agree to focus on a smaller
graph (subgraph of the original transportation network containing
source and destination) at the cost of reducing the privacy guaran-
tees (by revealing neighborhoods in which source and destination
are located); see Subsection 4.2 for capturing the trade-off between
privacy and computational complexity.

In the remainder of this subsection, the privacy guarantees of
the algorithm are formally analyzed. Assume that an adversary can
eavesdrop on the communications of the user with the server. Note
that the adversary can even be the server itself. Therefore, the adver-
sary is assumed to have access to both Z and ¢ (which is evidently a
function of ).

Definition 4.1. Let the adversary propose two nodes i1,12 € Vg.
The user chooses at random i from {i1,i2} with equal proba-
bility and sends T constructed using Algorithm 5. The adversary
can based on its knowledge of T (and i1,12) guess i. This guess
is denoted by i'. The driver’s advantage is given by Adv(k) :=
|P{i =4’} — 1/2|, where k denotes the security parameter (simi-
lar to the previous section, e.g., min(p, q) in Faillier’s technique).
The proposed strategy is defined to be private if Adv is negligible.

Proposition 4.2. Under the Decisional Composite Residuosity
Assumption, Algorithm S is private in the sense of Definition 4.1.

Proof: The proof follows from the semantic security of Paillier’s
encryption under the Decisional Composite Residuosity Assump-
tion [53]. O

In general, the user can choose any node i’ € Vg to find the
weights of the edges. In this case, Proposition 4.2 shows that it is not
possible for the adversary (at least as security parameter approaches
infinity) to figure out the nodes in which the user is interested just
from its communications with the server. In fact, the adversary can-
not provide a guess than is better than flipping a (|Vg| sided) coin,
ie, P{i =4’} — 1/|Vg| as the security parameter grows.

Finally, note that if the user can submit queries of the form (6)
in a private manner, it can query the online database for the state of
the traffic on the roads connecting its origin and destination and use
Dijkstra’s algorithm to find the shortest path.

LNote that, in general, dg is of the order of |Eg|; however; in transporta-
tion system, dg is always much smaller than that as intersections rarely

contain more than four roads.
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D(y) >0

T L

16 21 50

w

Fig. 5: The outcome of Algorithms 1 and 2 on if D(y) > 0 or not
for various roads and time windows associated with w.

4.2 Improving the Computational Complexity

The computational complexity of the algorithms that are used by the
server and the user grow linearly with [Vg|. This makes it difficult
to directly use this procedure for real transportation systems as the
number of nodes can be staggeringly high. To be able to circum-
vent this issue, in this section, the problem is restricted to a subgraph
G C G. It is important to select a subgraph G that is fully connected
and contains both the source and the destination (because otherwise
there might not exist a path between the nodes). If the search is
restricted to G, following the results of Proposition 4.2, the proba-
bility that an adversary can guess the identity of the nodes to which
the user is interested is equal to P{i' =i} =1/ |Vz|. Noting that
[Vg| < Vg, this results in a weaker privacy guarantee for the user.
To balance the privacy requirement and the reduction in the com-
putational complexity, the following integer program can be used:

min Vg, (7a)
GCg

s.t. G C G is connected, (7b)

s€vg, (70)

d e Vz, 74

Vgl < olVgl, (7e)

where (7e) is the privacy erosion constraint ensuring that the ratio
of P{i’ = i} after and before the reduction is bounded by a constant
o > 1. This constant is a design parameter. Evidently, the optimiza-
tion problem (7) is always feasible (because G always satisfies the
constraints), thus it admits a solution.

5 Numerical Example

In this section, we consider an example in which user aims to find
a driver for ride-sharing. There are |P| = 10 roads. The time of
the day is discretized into | 7| = 24 one-hour windows. Therefore,
|[W| = 240. Assume that the driver travels on the roads and the time
windows associated with w = 1,6, 21, 50.

Figure 5 shows the outcome of Algorithms 1 and 2 for vari-
ous queries submitted by the user with a key length of 128 bits.
The vertical axis of Figure 5 is one if the decryption D(y) > 0
and zero otherwise. We can clearly see that D(y) > 0 only for
w = 1, 6,21, 50. Therefore, the proposed algorithms allow the user
and the driver to correctly coordinate their actions without revealing
private information to each other.

The secure communication channel comes at the price of com-
putational complexity. Figure 6 shows the computation time and
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Fig. 6: The computation time ( ) and the communication bur-
den (—><—) associated with executing Algorithms 1 and 2 versus
the key length.

the communication burden of executing Algorithms 1 and 2 for
various key lengths. The computation is done with Python program-
ming language on Windows 7 over a PC with Intel(R) i7-4770 CPU
at 3.40GHz and 16GB of RAM'. The computation time and the
amount of data the user needs to communicate to the driver rapidly
increase with increasing key length. The computational time (in sec-
onds) for Algorithms 1 and 2 scales as O(k%*%) with key length k.
Therefore, the computational complexity of the proposed algorithms
grows polynomially with the key length. The communication burden
is a linear function of the key length because the size of the integers
that must be transmitted grows linearly with key length.

National Institute of Standards and Technology (NIST) recom-
mends the use of a key length of 2048 bits for factoring-based
asymmetric encryption algorithms2. This recommendation is to
ensure that brute-force attacks are not physically possible during
the life-time of the services and is based on projections of com-
puting technologies. For privacy-preserving policies, however, such
a high standard might be unnecessary. To demonstrate this, con-
sider RSA, which is a similar encryption methodology and also a
semi-homomorphic encryption relying on hardness of prime num-
ber factorization. It is a long time since the first time that RSA
encryption (relying on polynomial factorization) was attacked using
a brute-force methodology; see RSA Challenge3. Factorization of
430 and 463 bit numbers has been shown to take approximately
1000 and 2000 MIPS4-years of computing time, respectively [59].
It must be noted that 1 MIPS-years is approximately 31.5 trillion
instructions®. The computer used for the numerical analysis pre-
sented in this paper can compute 0.12 trillion instructions per second.
Thus, factorization of 430 and 463 bit numbers takes approximately
73 and 146 hours. These numbers are certainly not safe for use in
finance or military applicationsﬁ. However, for privacy-preserving
ride-sharing, they probably provide strong-enough guarantees. This

We developed a dedicated digital engine for computations based on Pail-
lier encryption using Altera Cyclone V FPGA that was 25 times faster than
the computation times in Figure 6 [58].
2https://www.keylength.com/en/4/, accessed on 2018.
Shttps://en.wikipedia.org/wiki/RSA_Factoring._
Challenge

4MIPS stands for mega instructions per second

5(108 instructions/second) x (86400 seconds/day) x (365 days/year)=
31.5 trillion instructions

8 Otherwise, we must change our credit cards every 3 days.

is because by the time that a malicious driver breaks the code, the
user is in a different location.

6 Conclusions and Future Work

In this paper, we developed a private framework for ride-sharing and
online routing using the Paillier’s encryption method. We proved
strong privacy and security guarantees for the users and the drivers.
We used numerical simulations to discuss the feasibility of the
framework. Future studies can focus on developing a coordination
algorithm among the users and the drivers that can accommodate
adjustments to departure times and routes for increasing ride-sharing
potential. Another approach is to utilize secret sharing in which a
secret is divided into multiple shares and each agent receives one
share, which appears random to the receiving party. Then, appropri-
ate computations on the secret shares can be performed to evaluate
the final answer [50, 51].
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A  Proof of Proposition 3.4

For i such that gcd(Z;, N) = 1, there exists i;l mod N. Thus §; =
(D) — Xz 5:;15:]{]') mod N. Therefore, all (£;);; are free
variables, i.e., for any selection of (£j)j¢,,;, there exists &; that sat-
isfies the linear equation D(y) = >, <y #:&; mod N. This points
to that the number of solutions of the linear equation modulo (which
is equal to |=|) is equal to the number of all the possible choices of

(&5) i

B  Proof of Proposition 3.5

If there does not exist ¢ such that ged(Z;, N) = 1, we can construct
two sets where in the first one Z; is divisible by ¢ and in the second Z;
is divisible by p (note that ; cannot be divisible by both as otherwise
it will be larger than lem(p, ¢) = pg = N). Let these sets be denoted
by J1 and Ja, respectively. In this case, we can write

D(y) = q(j;% fj@) +p(j§2£j@) mod N.

5! !
x x
J J

Noting that ged(p, ¢) = 1 (since p and g are prime numbers), this
equation can be separated into

a= Z §ja~c} mod N, (8a)
JjeT

B= > &i;modN, (8b)
JET2

where o = D(y)& and 8 = D(y)j with & and § denoting Bézout
coefficients, i.e., &g + Sp = 1. There are only two Bézout coeffi-
cients that satisfy |@| < p and |3| < g [60, Proposition 13, p.60].
The number of solutions to (8a) can be lower bounded with the
same line of reasoning as in Proposition 3.4 by (N — 1)“71"1.
Similarly, the number of solutions to (8b) can be lower bounded by
(N — 1)“72|’1. This concludes the proof.
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Cc

Proof of Proposition 4.1

We can use Item 2 in Proposition 2.1 to show that

(50" = Elayiry) "

= E(wgpzr; Ty ™). ®

Further, using (9) and Item 1 in Proposition 2.1 results in

IT 0" =

keVg

H E(wepay;ry, ")
keVg

:E( Z WorTE; H ri”“)

keVg keVg

= E(yg; H 1";:“").

k€EVg

This concludes the proof.
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