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A Game-Theoretic Framework for the Security-Aware Sensor
Placement Problem in Networked Control Systems
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Abstract—This paper studies the sensor placement problem
in a leader-follower networked control system for improving its
security against cyber-physical attacks. In a zero-sum game, the
attacker selects f nodes of the network to attack and the detector
places f sensors to detect the presence of the attack signals. In
our formulation, the attacker’s objective is to have a large impact
on a target node in the network while being as little visible as
possible to the detector. The detector, however, seeks to maximize
the visibility of the attack signals. The effects of the attack signals
on both the target node and the detector nodes are captured via
the system L, gain from the attack signals to the target node and
deployed sensors’ outputs, respectively. The equilibrium strategy
of the game determines the optimal locations of the sensors. The
existence of Nash equilibrium for the case of single-attack-single-
sensor is studied when the underlying connectivity graph is a
directed or an undirected tree. We show that, under the optimal
sensor placement strategy, an undirected topology provides a
higher security level for a networked control system compared
to its corresponding directed topology. For the case of multiple-
attacks-multiple-sensors case, we show that the game does not
necessarily admit a Nash equilibrium and introduce a Stackelberg
game approach where the detector acts as the leader. Finally,
these results are used to study the sensor placement problem in
a vehicle platooning application in the presence of bias injection
attacks.

I. INTRODUCTION

The vulnerability of distributed control systems to attacks
has triggered the research on their resilience and security in
recent years [1]. Several detection methods and defense mech-
anisms have been proposed based on the system specifications
and the attack strategy [2]-[5]. One of these approaches is
to define a game between the attacker and the defender to
mitigate the effect of the attack as much as possible. The game-
theoretic approach can be also used to increase the visibility
of the attacker’s actions.

Game-theoretic approaches to the security and resilience
of control systems have been studied in the literature [6].
These approaches vary depending on the structure of the
cyber-physical system or the specific type of malicious action
acting on the cyber layer. In the earlier approaches, at each
layer (physical and cyber) a particular game is defined. This
introduces the concept of games-in-games that reflects two
interconnected games, one in the physical layer and the other
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in the cyber layer. The payoff of each game affects the result
of the other one [7]. In the latter approach (games based
on the type of malicious action), depending on the type of
the adversarial behaviour (active or passive) appropriate game
strategy, e.g., Nash or Stackelberg, was discussed [8]-[10]. In
addition to these approaches, the evolution of some network
control systems are modeled as cooperative games [11] and
the resilience of these cooperative games to the actions of
adversarial agents or communication failures are studied [12],
[13]. Recent works have discussed attack detection using
game-theoretic approaches [14], [15].

In this paper, which is an extended version of the confer-
ence paper [16], we propose a game-theoretic approach to
security-aware sensor placement in leader-follower dynamical
systems which have diverse applications ranging from multi-
agent formation control and vehicle platooning [17] to opinion
dynamics in social networks [18]. In our model, the strategic
interaction between the attacker and the detector is captured
using a non-cooperative game. More specifically, the contri-
butions of the paper are:

o We derive graph-theoretic interpretations of the system
Ly gain which allow us to study the existence of Nash
equilibrium (NE) and the game values for both directed
and undirected topologies.

o For the single-attack-single-sensor case, we study the
existence of NE strategy for the attacker-detector game
and characterize its equilibrium strategies.

e We show that the attacker-detector game with the
multiple-attacks-multiple-sensors case does not admit an
NE in general. The Stackelberg equilibrium of the game
is studied, in this case, with the detector as the game
leader. For path graphs, it is shown that, at the Stackelberg
equilibrium of the game, the detector places the sensors at
the last f nodes in the graph. Moreover, the equilibrium
strategy of the attacker can be computed efficiently for
path graphs.

e We study the optimal sensor placement problem in a
platoon of vehicles operating based on a cooperative
cruise control algorithm.

In this paper, we consider undirected and directed tree topolo-
gies. This is inspired by a class of large-scale systems that
follow acyclic graph structures, such as vehicle platoons (as
discussed in this paper) or power distribution networks [19],
[20].

A. Notation and Definitions

We use G, = {V,&} to denote an unweighted undirected
graph where V is the set of vertices (or nodes) and & is
the set of undirected edges where (v;,v;) € & if an only if
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there exists an undirected edge between v; and v;. Moreover
Ga = {V,E} denotes an unweighted directed graph where £
is the set of directed edges,i.e., (v;,v;) € € if an only if there
exists a directed edge from v; to v;. In this paper, directed
graphs only have unidirectional edges, i.e., if there exists a
directed edge from v; to v; in Gg4, then there is no directed
edge from v; to v;." Let |[V| = n and define the adjacency
matrix for G4, denoted by A, «,, to be a binary matrix where
A;; = 1if and only if there is an edge from v; to v; in G4 (the
adjacency matrix will be a symmetric matrix when the graph
is undirected). The neighbors of vertex v; € V in the graph
Gq are denoted by the set N; = {v; € V | (vj,v;) € E}. We
define the in-degree (or just degree for undirected networks)
for node v; as d; > i ENG A;j. A cut vertex in a
connected graph is a node such that if it is removed (along
with its incident edges) the graph becomes disconnected. The
Laplacian matrix of a graph is denoted by L = D — A, where
D = diag(dy,da, ...,d,). A tree is a connected acyclic graph.
A directed tree is a digraph whose undirected counterpart is a
tree. A leaf is a node in a tree with degree (or in-degree) one.
We use e; to indicate the i-th vector of the canonical basis.

II. PROBLEM STATEMENT

Consider a connected directed or undirected network G =
{V, &} comprised of a leader (or reference) agent, denoted by
vy, and rest of the agents are called followers. The state of
follower agent j at time ¢ is x;(t) € R evolves based on the
interactions with its neighbors according to

a5(t) = ) (wit) — (1)) ey

Vi GNj

The state of the leader is a constant exogenous reference
signal, i.e, z¢(t) = wu(t), which should be tracked by the
followers. If the graph is connected, the states of the follower
agents will track the reference signal [21]. We assume without
loss of generality that the leader is placed last in the ordering
of the agents. The update rule of each follower agent is prone
to an intrusion (or attack). More specifically, there exists
an attacker which chooses a set of attack nodes, called F
consisting of f nodes in the network, to inject the attack
signals. In practice, the number of attacked nodes is unknown;
thus f represents an upper bound on the number of attack
nodes. The leader is not affected by the attack signals as its
state evolves according to the exogenous input u(t). If the
follower agent v; is influenced by the attacker, its the dynamics
is written in the following form

B0 = 3 @il) —zi () +wit) i wEF, @
v; €N

where w;(t) represents the attack signal. To detect the pres-
ence of the attack signals, a detector deploys f dedicated
sensors at f specific follower nodes, denoted by D. Thus, we
have

yi(t) = .Z’Z'<t) if Vi € D, (3)

'The main motivation behind this assumption is its application in
predecessor-following platoons which will be discussed in Section VI.

where y;(t) is the output of the sensor (detector) deployed
at follower v;. We refer to these sensors as detector sensors
as they are dedicated for attack detection and they are not
used for feedback control purposes. Aggregating the states of
all followers into a vector x(t) € R"~!, and aggregating the
attack signals to w(t), equations (2) and (3) yield the following
dynamics

&(t) = —Lyz(t) + Lu + Bw(t),
y(t) = Ca(t). )

where L, is called the grounded Laplacian matrix (formed
by removing the row and the column corresponding to the
leader from the Laplacian matrix) and the vector L captures
the influence of the leader on its neighbors. Considering
F = {vi},Viy, .., vi, } and D = {v;,,vj,,...,vj,} as the set
of attacker and detector nodes, respectively, matrices B, 5 =
€i), €y, .. ], and Cpyp = [ejTl;eJTZ;...;eJTf] specify the
decisions of the attacker and the detector, respectively. In
particular, there is a single 1 in the i-th row (column) of
matrix B (C) if the i-th node is under attack (has a sensor).
We assume that there exists at least one attacker node in the
system, i.e., f > 1. When the graph G is connected, L, is
nonsingular and L;l is nonnegative elementwise [22].

By defining the error state &(t) , x(t) — L, Lu(t) and
writing the dynamics of Z(¢), the term Lu(t) will be removed
from (4). The following theorem characterizes the system Lo
gain from the attack signals to the output measurement of the
error dynamics of (4).

Theorem 1 ( [23]): Let G(s) = C(sI — A)~"!B be the
transfer function of the error dynamics of (4). The Lo gain
from the attack signals to the output measurement of (4) is
given by

llyll2
w20 [[wll2

= 0max(G(0)) = omax(CL,'B)  (5)

where op,.x is the largest singular value of matrix G(0) and
the Ly norm of signal w is [Jul3 , [;° uTudt. O

III. ATTACKER-DETECTOR GAME

In this subsection, we formally define a game between the
attacker and detector.

1) Decisions of Players: The attacker’s objective is to select
a set of nodes to inject the attack signals such that the attack
has a large impact on a target node v; € V,? while the Ly gain
from attack signals to the output measurements y(t), defined in
(5), is relatively small. On the other hand, the detector deploys
a set of sensors on specific nodes in the network to maximize
the Lo gain from the attack signals to the measurements, i.e.,
the effect of attacks becomes more apparent in output y(¢).

2) Game Payoff: The game payoff for the attacker and the
detector is (for some A > 0):

J(F,D) = Omax(CTL,;'B) = Aomax(e] L, ' B).  (6)

Matrices B and C' are determined by the set of the attacked
nodes F and the set of the detector nodes D, respectively.

This target node can be the most expensive part of the network or be a
node which performs specific tasks.
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J(F,D) = ayy — Aas;
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Fig. 1: An example of an attacker-detector game with f = 1.

The attacker aims at minimizing the objective function in
(6) whereas the detector tries to maximize it. Parameter \
determines the level of the priority of the impact versus
visibility for the attacker. Note that the action of the attacker
is only determined by matrix B and the value of the attack
signal w(t), i.e., its magnitude and frequency content, is not
a decision variable. In practice, it is difficult for an attacker
to precisely predict the impact of the injected attack signal on
the detector output, due to different omnipresent sources of
disturbance in networked control systems. Hence, the attacker
considers the worst impact of the attack signal on the detector
output, i.e., the system Lo gain, as its visibility metric. From
the attacker point of view, it is desirable to minimize this
visibility measure whereas the detector prefers to maximize
it.

Fig. 1 shows an example of this game in a network of five
agents where the attacker chooses node 1, the detector chooses
node 4, and node 5 is the attacker’s target node. The attacker
seeks to maximize its impact on node 5 while, at the same
time, tends to be covered as much as possible to the detector.

Remark 1: (Trade-off Between Impact and Visibility)
There are several works in the literature on quantifying the
trade-off between the attack impact and its visibility [24]. Our
approach to introducing the game objective follows this line
of research. In the way we presented the payoff, the game
equilibria are sensitive to the parameter J, i.e., the attacker’s
strategy varies by changing A. This can be interpreted as the
level of risk aversion of the attacker to perform an attack.
When X is small, the attacker’s concern is more on being
stealthy. A special case is when A = 0 which was analyzed
in [16]. There, the attacker’s objective is visibility and it does
not target a specific node. This extreme case can be viewed
as the pre-attack phase, i.e., when the attacker only tries to
learn the system (without being detected) before performing
the attack. The high regime of A corresponds to the case where
the detectability is not of importance for the attacker and it
focuses on having large impact on the target node. O

In this paper, we investigate the effect of parameter A on
the game equilibrium when the underlying network is an
undirected or a directed tree. For directed trees, we impose
the following assumption throughout the paper.

Assumption 1: In directed tree G4, each follower v; can be
reached through a directed path from the leader. 3

3Digraphs which satisfy Assumption 1 and do not have a directed cycle
are called rooted-out-branching in the literature [25].
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Fig. 2: Examples of an undirected tree, (a), and a directed tree,
(b). NE strategies for f = 2 for specific values of A\ for the
target node specified in green color.

For the analyses in this paper, we need to have a graph-
theoretic sense of the elements of matrix Lg‘l, which is
discussed in the following lemma.

Lemma 1: Suppose that G, is an undirected tree and let
‘P;i¢ be the set of edges involved in the (unique) path from the
leader node vy to v;. Then, we have

(L5 i = [Pie N Pyel. (7
O
Proof: See Appendix A. [ ]

According to this lemma, the (i,7)th element of L, is
equal to the number of common edges between the path from
the leader to the node v; and the path from the leader to the
node v;. As an example, in Fig. 2 (a), we have [Lgl}gs =
|P3¢ N Pse| =1 and [L;l]gg = | P3¢ N Poy| = 2.

The following lemma characterizes the elements of Lg_1 for
directed trees.

Lemma 2: Suppose that G is a directed tree with the leader
node v, satisfying Assumption 1. Then, we have

1 if there is a directed path from j to 4,

[Ly i = . . . o
0 if there is no directed path from j to <.

®)

0

Proof: See Appendix B. [ ]

For the directed tree shown in Fig. 2 (b), we have [Lg_l]lg =0
and [L;']o; = 1, since there is a directed path from node 2
to node 1.

IV. EQUILIBRIUM ANALYSIS OF THE GAME:
SINGLE-ATTACK-SINGLE-SENSOR CASE

We characterize the equilibrium of the attacker-detector
game with a single attacked node and a single detector node,
i.e.,, f =1 on directed and undirected trees for different values
of \. In this case, the game payoff reduces to

J(F,D)=ej L, 'e;— Xej L, e, 9)

where v;, v, and v; are the attacked node, the detector node,
and the target node, respectively. In the rest of the paper, rarget
node or node v; are used interchangeably.

In the following theorems, we use the term leader-rooted
path in a tree, which is a path starting from the leader v,
and ends at a node with degree 1 (the leaf). If v, is not a
cut vertex in a tree, it has a single neighbor which is the
starting node of all leader rooted paths. We label the nodes in
a leader rooted path of length m containing the target node
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Fig. 3: NE strategies of the attacker-detector game for directed
and undirected networks. The green node is the target node.

v; as Vg, V1, ..., Vj, ..Uy, as shown in Fig. 3 (a). The following
theorem discusses the existence of NE for the attacker-detector
game when 0 < A < 1. This case models scenarios in which
visibility dominates the impact from the attacker’s perspective.

Theorem 2: (Undirected Tree with 0 < A < 1): Let G,, be
an undirected tree and f = 1.

(i) If vy is not a cut vertex and \ < 1, there exists at least one
NE in which the attacker chooses the leader’s neighbor
and the detector chooses any node between the target
node and the leaf in the leader rooted path containing v;.
In this case, the game value will be J* =1 — A.

(i) If vy is a cut vertex and A < 1, the game does not admit
an NE.

(iii) For A\ = 1, the game has an NE with value zero whether
vp is a cut vertex or not. The NE strategy is similar to
@.

@iv) For A = 0, if v, is not a cut vertex, NE belongs to

the case where the attacker chooses the leader’s neighbor
(regardless of the detector’s decision). If vy is a cut vertex,
there is no NE.

O
Proof: See Appendix C. [ |

The NE strategies of the attacker and detector are schemati-
cally shown in Fig. 3 (a). Here, as the visibility dominates the
impact from the attacker’s perspective, it acts in a conservative
manner and does not attack directly the target node.

For the case where A\ > 1, the NE strategies are different, as
discussed in the following theorem. The structure of the proof
of the following theorem is similar to that of Theorem 2.

Theorem 3: (Undirected Trees with \ > 1): Let G, be an
undirected tree and v, be the leader node and A\ > 1. Then,
there exists at least one NE when the detector chooses any
node between v; and the leaf in a leader rooted path containing
v;, and the attacker chooses the target node, i.e., v; = v;. In
this case, the game value will be J* = ¢;(1 — ), where ¢; is
the path length between v; and the leader. O

Unlike Theorem 2, Theorem 3 holds regardless of the fact
that vy is a cut vertex or not. Fig. 3 (b) shows possible NE
strategies discussed in Theorem 3. Physically speaking, for
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A > 1 where the impact dominates the visibility, the attacker
chooses the target node without considering the visibility
effects. For undirected trees, when A > 1, the position of
the target node v; plays a critical role on the game value. In
this case, the closer v; is to the leader, i.e., smaller ¢;, results
in a larger game value.

Theorem 4: (Directed Trees with 0 < X\ < 1): Let G, be
a directed tree with the leader node v, satisfying Assumption
1, and f = 1.

(i) For A = 1: An NE exists in which the attacker chooses
any node between the leader and v; and detector chooses
any node between v; and the leaf in the leader rooted
path containing v;. The game value in this case will be
J*=0.

(ii) For A < 1: There is no NE except when G, is a directed
path in which the detector chooses the leaf node and the
attacker chooses any node between the leader and v;. The
game value will be J* =1 — A,

0
Proof: See Appendix D. [ ]

The NE strategy discussed in Theorem 4 for A < 1 is shown
in Fig. 3 (c). Note that in this case the unique topology which
admits an NE is a directed path. The proof of the following
theorem follows the same procedure as Theorem 4.

Theorem 5: (Directed Trees with \ > 1): Let G; be a
directed tree and A\ > 1. Then, there exists an NE is when
the attacker chooses any node between the leader and v; and
the detector chooses any node between v; and the leaf in the
leader rooted path which includes v;. The game value in this
case is J* =1— A\ O

The NE strategies for the attacker and detector discussed
in Theorem 5 are shown in Fig. 3 (d). Note that there exists
sudden emergence of an equilibrium for the game on directed
trees when A > 1. For A < 1, according to Theorem 4, there is
no NE for digraphs other than directed paths. However, when
A passes 1, an NE appears. Table I summarizes the results of
Theorems 2 to 5.

Graph A<1 A>1
Undirected Tree NE exists NE exists
Game Value J*=1-X J*=1L;(1-=X)
Directed Tree A < 1, no NE except for path NE exists
A = 1, NE exists
Game Value J*=1-X J*=1-X

TABLE I: Summarizing the results of Theorems 2 to 5.

The following corollary compares the value of the attacker-
detector game when the underlying networks are directed and
undirected trees. The proof is straightforward based on the
game values mentioned in Theorems 2 to 5.

Corollary 1: Let G4 be a directed tree with leader node vy
and G, be its corresponding undirected graph (by removing
directions from the edges). Let J; and J, denote the values
of the attacker-detector games corresponding to the graphs G,
and G, respectively. Then we have Jy < J,.

Based on the above corollary, for f = 1, the undirected
network is more secure compared to the directed network for
any regime of .
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V. EQUILIBRIUM ANALYSIS OF THE GAME:
MULTIPLE-ATTACKS-MULTIPLE-SENSORS CASE

In this section, we investigate the case where the number
of attacked nodes and detection sensors is more than one.

A. General Topology with f > 1

As shown in the following examples, the attacker-detector
game does not necessarily admit an NE in general undirected
or directed topologies.

Example 1 (Undirected Topology): Consider the attacker-
detector game in Fig. 2 (a) with f = 2. By direct computation,
it can be verified that the game does not admit an NE for
A = 1. However, for A = 2 an NE strategy emerges as shown
in that figure. O

Example 2 (Directed Topology): Consider the attacker-
detector game in Fig. 2 (b). In this case, there is no NE for
A = 0 but it admits an NE for A = 1. O
For the case where there is no NE, we study the Stackelberg
game between the attacker and the detector. For the Stack-
elberg game, we assume that the detector acts as the game
leader as it reflects its willingness to consider the worst case
attack. In this formulation, the leader solves

J*(C) = max Omax(CLy; " B*(C)) — Aowmax(€] L, ' B*(C)),
(10)

where B*(C) is the best response of the attacker when the

strategy of the detector is C, i.e., B*(C) is the solution of

B*(C) = argmin Omax(CLy, " B) — Aomax(e] L' B). (11)

In particular, for a given strategy of the detector, i.e., matrix
C, the attacker finds its best response strategy to the detector’s
decision, which is given by (11). Then, the detector optimizes
its decision based on all possible best response strategies of
the attacker. Unlike the NE, a Stackelberg game always admits
an equilibrium strategy.

In general, the computational complexity of solving (10) is

O ((}‘)2) That is, we have to solve (11) from the attacker’s
perspective for all possible choices of f attacked nodes.
Then, the detector selects the sensor placement strategy which
maximizes (11). Unlike the case of A = 0 discussed in [16],
for A > 0 due to the trade-off between visibility and impact
from the attacker’s perspective, both attacker and detector have

to perform more computations.

B. Path Graphs with f > 1

Specific network topologies can also help decreasing the
computational cost of (10). Here, we discuss Stackelberg game
equilibrium strategies when the underlying graph is a directed
or undirected path. Solving the Stackelberg game for path
graphs can shed light on solving more complicated graph
structures using the notion of a graph’s path covering [26].
The canonical structures of L, for undirected and directed path
graph, according to Lemmas 1 and 2, are shown in Fig. 4.

Proposition 1: let G, and G4 be an undirected and directed
path graphs, respectively, with the leader v, being a leaf. We
label the nodes starting from the leader, by vy, vy, va, ..., Up.

1111 - 1 ) 1 0 0 O 0
12 2 2 - 2 K 1100 0
Lg*=11 2 3 3 « 3 [I& ['=|]1 110 0
H H H H * H 'l? H : :
12 3 4 n-1l 5 1111 1
Non-decreasing
(a) (b)

Fig. 4: Matrix canonical structure for the undirected (a) and
directed (b) path graphs.

At the equilibrium of the Stackelberg game with the de-
tector as the game leader, the detector places sensors on
Un—f,Un—f+1, -, Un, regardless of the value of A, for both
directed and undirected path graphs. Furthermore, the equilib-
rium strategy of the attacker can be computed with a cost that
is independent of the network size.
Proof: See Appendix E. [ ]
Remark 2: (Computational Complexity) As shown in
Theorems 2 to 5, in the cases where a NE exists, the optimal
locations of the sensor nodes can be computed instantaneously
and independent of the network size. Procedures to determine
the NE strategies for both attacker and detector are described
in those theorems. When the game does not admit an NE, find-
ing the equilibria of the Stackelberg game is a combinatorial
problem. However, for specific graph structures, one can find
efficient algorithms to find the equilibria, e.g., the example of
a path graph discussed in Proposition 1. There, as shown in the
proof, the detector finds its optimal decision instantaneously
and the attacker calculates the best response independent of
the network size. U

VI. CASE STUDY: BIAS INJECTION ATTACKS IN VEHICLE
PLATOONS

In this section, we study the attacker-detector game on
a vehicle platoon. In this setting, the objective for each
follower vehicle is to track a reference velocity while re-
mains in a safe distance from its neighboring vehicles. Two
widely used inter-vehicular communications for platooning
are bidirectional communication and predecessor-following
communication [17], as shown in Fig. 5.

Consider a connected network of n vehicles. The position
and longitudinal velocity of each vehicle v; at time ¢ is denoted
by scalars p;(t) and w;(t), respectively. Each vehicle v; is
able to communicate its kinematic parameters, e.g., velocity,
to its neighbor vehicles, specified by the communication graph.
The desired vehicle formation will be determined by specific
constant inter-vehicular distances. Let A;; denote the desired
distance between vehicles v; and v;. The desired vehicle
formation and velocity tracking are schematically shown in
Fig. 5 (a) and (b). Considering the fact that each vehicle v;
has access to its own position, the positions of its neighboring
vehicles, and the desired inter-vehicular distances A;;, the
dynamics of vehicle v; can be expressed as [17]

Bit) = D kp(ps(t) = pilt) + Ayj)
JEN;

+ ko (u)(t) — ui(t)) + wit), (12)
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Fig. 5: Desired inter-vehicular distances A;; and velocity u, in (a) a vehicle platoon with bidirectional communication, and (b)
a predecessor-following communication. Game payoff and equilibrium strategies of the attacker-detector game for (c) A = 0.8,
f=land (d) A=25, f=1() A=15, f=2and (f) A =0.1, f = 2. Vehicles are labeled as in (a).

where k,,, k,, > 0 are control gains and w; (¢) models an attack
signal. Dynamics (12) in matrix form can be written as

. o O’ﬂ In O’I’L><1 On

w0 =", _kuLg] “’“”lm W,
A B F

y(t) =[C 0p]x(t) (13)

where x = [pl,pg,...,pn,pl,pz,...,pnrr, A =
[Ah AQ, vy An]T in which Ai = Zje/\fi Azg Here
w(t) is the vector of attacks and y(t) is the vector of
sensor measurements. Since L, is non-singular, matrix A
becomes non-singular as well [17]. By defining new variable
x =x + A"'B, where B is defined in (13), the dynamics of
& will not include term B. We take Laplace transform from

its dynamics, assuming zero initial condition, to get
§°X(s) = —kpL,X(s) — skyLyX (s) + BW(s), (14

where X (s) and W (s) are Laplace transforms of &(t) and
w(t), respectively. This results in

Y(s) = CX(s) = C( 82 + (sku + kp)Ly )~ BW(s). (15)

A(s)

Note that the system (13) is no longer positive and its Lo
gain generally happens at some nonzero frequency. In order to
make it compatible with the original game formulation (6) and
facilitate the application of the theoretical results, we assume
that the attack happens at zero frequency, i.e., s = 0. This type
of attack is called the bias injection attack in the literature
[27]. Under this assumption, we study the attacker-detector
game for (13) when the attacker’s objective is to minimize
the DC gain of the transfer function, whereas the detector’s
objective is to maximize this quantity. The DC gain of (15),
from W to Y, can be written as

G0) = Oman(CA(0) 1 B) = kiamaX(CLg—lB).

P

(16)

Based on (16) and (6), the game payoff is a scaled version of
the game payoff discussed so far. Hence, we can readily use
the results in Proposition 1 for calculating the equilibria of the
Stackelberg game.

A. A Numerical Example

The equilibrium strategies for the single-attack-single-
sensor game, and its game payoff, on a platoon of seven
vehicles with undirected topology are shown in Fig. 5 (c)
and (d) for two values of A. Here, vehicle 4 is the target
node. According to Fig. 5 (c), the attacker selects the node
1 when A is equal to 0.8 since the visibility dominates the
attack impact. However, when X\ is equal to 2.5 the attacker
selects the node 4 (the target node) as the impact of attack
dominates its visibility in this case. Moreover, the equilibrium
strategies of the attacker and detector follow the results in
Theorems 2 and 3.

Fig. 5 (e) and (f) present the Stackelberg equilibrium and
the game payoff of the attacker-detector game on a platoon of
three vehicles with undirected topology and f = 2. Here, the
second vehicle is the target node. As shown in the figure, the
solution of the Stackelberg game belongs to the case where
the detector chooses the last two vehicles, i.e., nodes 2 and 3.

VII. CONCLUSIONS

In this paper, we studied a sensor placement problem in a
leader-follower dynamical system. The sensor placement was
formulated as a non-cooperative game between an attacker and
a detector. Equilibrium strategies of the attacker-detector game
were studied for this game under both directed and undirected
topologies. An avenue for further study is to find alternative
ways to quantify the impact-visibility trade-off, other than
the one proposed in (6). For instance, one can formulate
the attacker problem as optimizing the attack impact subject
to a visibility constraint. Moreover, extending the results to
general graph structures (with time varying topologies) as well
as general linear systems, including non-positive systems, is
another future research direction.
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APPENDIX
A. Proof of Lemma 1

Before proving Lemma 1 we need some preliminary defi-
nitions.

Definition 1 ( [28]): A spanning subgraph of a graph G is
called a 2-tree of G, if and only if, it has two components each
of which is a tree. In other words, a 2-tree of G consists of
two trees with disjoint vertices which together span G. One
(or both) of the components may consist of an isolated node.
We refer to ¢, q as a 2-tree where vertices a and b are in one
component of the 2-tree, and vertices ¢ and d in the other. [J

Based on the above definition, we prove Lemma 1.

Proof: From [28], Lemma 2, we know that any first order
cofactor (principal minor) of the Laplacian matrix L is equal
to the number of different spanning trees of the connected
graph G. Moreover, from [28], Lemma 3, we know that the
second order cofactor cof(L);; ¢ of the Laplacian matrix L
is the number of different 2-trees ¢;; ¢ in the connected graph
G. We know that [L,'];; = % and since G is a tree
(with one spanning tree) we have éet(Lg) = 1 which yields
[L,']ij = cof (L)j,e. Moreover, in G as a tree, the number
of 2-trees ;5 ¢¢ is equal to the number of trees which contain
v; and v; and do not contain v, and that is equal to |P;; NPjy¢|
which proves the claim. [ |

B. Proof of Lemma 2

Proof: Let Ly, and L, be grounded Laplacian matrices
of a directed tree and its undirected counterpart, respectively.
The proof is based on the fact that for a directed tree with
one leader node vy, we have LZdLgd = Ly, (proved in [29])
which results in L, 'L T = L ! Based on Lemma 1, we
have [L,']ij = |Pie N Pje| which gives

[Ly1ij = [P N Pyel = [yl Ly, 1]

ga 1J

a7

where L !]; is the i-th row of L '. Now consider another
node v in G. If there is a directed path from vy to v; for
some v € V, we set the k-th element of [L!]; equal to 1
and zero otherwise and doing the same work for row [L;dl} 5 If
v € Py N'Pje in the undirected graph, then the k-th elements
of both [L!]; and [L,']; are 1 and likewise if we consider all
elements of P;, NPy, then equality (17) will be satisfied and
this should hold for all 7,5 = 1,2,...,n — 1. The uniqueness
of this solution comes from the fact that the rows of L, are
all diagonally dominant with at least one strictly diagonally
dominant row (corresponds to the leader’s neighbor). Thus,
Ly, is positive definite and invertible with a unique inverse
L;dl. Since the inverse is unique, the above solution for (17)

is unique. ]

C. Proof of Theorem 2

Proof: (i) To show that the mentioned strategy is NE, we
have to show that any unilateral deviation from it does not
provide an incentive for each player. According to Lemma
1, since all elements of the first column of Lg‘1 are 1, then,
regardless of the actions of the detector, the game payoff will
be J = 1— . Thus, changing the detector’s decision does not

Authorized licensed use limited to: KTH

have an incentive for him. Now consider that the attacker tends
to change its strategy provided that the detector’s decision is
a node between v; and the leaf node in the leader rooted path
containing v;. If the attacker chooses a node other than the
leader’s neighbor, say the i-th column (i # 1), then the payoff
will be z(1—X) > 1— A, where = > 1 is the ji-th element of
Lg_l. Hence, not the attacker, nor the detector get an incentive
in changing their strategies.

(ii) For the case when vy is a cut vertex, after removing vy
the graph becomes disconnected and the resulting grounded
Laplacian matrix, and consequently L;l, becomes block diag-
onalized. Assume that a NE exists in this case and let (i*, k*)
denote the equilibrium strategies of the attacker and detector.
Thus, we should have

(L ki

S ie — ALy

o e <Ly ki — ALy i

g g
<Ly ks — ALL i

g g
(18)

for all ¢ # i* and j # j*. Since vy is the cut vertex, L;l
is a block diagonal matrix. If (¢*,k*) is in a zero block, the
game payoff becomes 0 — [L;'];;+ or 0. In either case, the
detector can increase the payoff by choosing a node in another
subgraph and that violates the left inequality in (18). If (¢*, k*)
is in a nonzero block, by appropriate choice of the detected
node, k*, the game payoff can be positive. Hence, the attacker
can make it at most zero by choosing a node from the other
subgraph and this violates the right inequality in (18).

(iii) The proof is similar to that of (i). Here, since A = 1,
the game payoff is J* = 1 — A = 0 and choosing zero or
nonzero block does not affect the game value. Hence, it is
independent of the vy being a cut vertex or not. The proof of
(iv) is presented in [16]. |

D. Proof of Theorem 4

Proof: We know that L;l is a lower triangular matrix
with diagonal elements equal to 1, due to the fact that the
diagonal elements of L;l in this case are the inverses of the
in-degrees of the nodes and the in-degree of each node is
1. Thus, there exists at least one element 1 in each row and
column of L;l. Moreover, based on Lemma 2, L;l is a binary
matrix. We prove using contradiction. If a NE exists, it should
satisfy (18) for all ¢ # ¢* and j # j*. Four different cases
can occur. (i) [L, 'g=i» = 0,[L,;'];5- = 0. In this case, the
detector can choose a node v, to make [L;l] ki~ = 1 (based
on Assumption 1, such a node exists) which violates the left
inequality in (18). (ii) [L,']g-+ = 1,[L;']je- = 0. In this
case, the attacker can choose a node v; to get [Lg_l] i =0
since Lg_1 is triangular, hence, the right inequality is violated.
(iii) [L, == = 0,[L,']ji- = 1. Then, similar to case (i),
the detector can choose a node v, to make [L;l] wix = 1. (iv)
[Ly ']k = 1,[L, ]+ = 1. In this case, the payoff is .J =
1 — A. Clearly, the attacker can change its decision to another
leader-rooted path and reduce the payoff to J =0 < 1 — A,
i.e., violates the right inequality in (18). The only case where
we have an NE is when there is a single leader-rooted path,
i.e., a directed path graph. [ ]
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E. Proof of Proposition 1

The following lemma states a property of the non-negative
matrices which is helpful in the equilibrium analysis of the
attacker-detector game.

Lemma 3 ( [30]): If M is a nonegative matrix and C' is a
matrix in which each element obeys |c;;| < M;;, then every
eigenvalue A\(C') of C satisfies A(C) < Apax(M). O

Based on the above result, the largest eigenvalue of a non-
negative matrix M is non-decreasing with any entry of M.
This result can be easily extended to the largest singular value

as omax(M) = )\élax(M TM). If one element of M increases,
then at least one element of M7 M will increase (and no
element decreases). Now, we prove Proposition 1.

Proof: We prove for undirected path graph and the proof
for the directed paths follows the same procedure. Without
loss of generality, we start labeling the nodes from the leader
neighbor, node 1, to the last node, which is node n and the
target node is v;. According to the structure of matrix L, in
Fig. 4 (a) together with Lemma 3, we know that the detector
always chooses the last f nodes in the path. For the attacker,
we consider two cases, when j < n— forj >n— f. If
the attacker chooses its nodes from the first n — f nodes, the
payoff will be in the following form

a; az ayf
a1 az af
Ji = Omax _Umax[a17a2>-"7af]
ayp az af
1
=(al+a3+..+a})® (Vf-N). (19)

Based on this, the best response of the attacker and game pay-

off will be determined by (19) as follows: (i) if A < /f and

7 < n—f, then the game strategy of the attacker will be B} =
1

argming, , ..a, (a% +aZ+ ..+ a?) ®, i.e., the first f nodes
due to monotonicity of the elements through columns. Other-
wise, if 7 > n— f then attacker has to check the last f columns
and compare them with B to find the optimal strategy. (ii) if
A > /fand j < n— f, then the game strategy of thelattacker
will be B; = arg maXal,’zz:,af (a% +a3+ ...+ a?) * . which
are nodes vj_yy1, vj,f+§,_.j..7 v;. Otherwise, if j > n— f then
attacker should compare B3 with the last f columns as well.

We should note that the computational complexity for
finding attcker’s best response does not scale with n and
exponentially grows with f, as it should compare the singular

value of all combinations of last f columns with matrices B
(or B3). [ |
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