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Abstract— Characterizing the network delay distribution is  if the delay variability is large [6]. Many protocols for
a fundamental step to properly compensate the delay of wireless communications [2], [7], introduce random delays
Netvxr/]ork_ed Contr?' Sygtetr)ns sl’\\/'_csls)' Dge to thel rindoml\?ackofli that can vary significantly from packet to packet. One of
mechanism employe Yy Ireless ersonal rea etwor .
(WPAN) protocols, it is difficult to derive such a distributi on. the.commo'n .approaches to_ compensate random delays is to
In this paper, the probability distribution of the delay for  define the finite set of possible network delays and compute
successfully received packets in WPANSs is characterized.h&  the transition probability between the states. In this way,
analysis uses a moment generating function method based on the NCS can be modeled as a jump linear Markov system
an extended Markov chain model. The model considers the \ynere the random variation of network delays corresponds

exponential backoff process with retry limits, acknowledg- .
ments, unsaturated traffic, and variable packet size, and ges [0 fandomly varying structure of the state-space model [8].

an accurate explicit expression of the probability distritution of 1N [8], the transition probability matrix is assumed to be
the network delay. The probability distribution of the delay isa  known. In [9], a simple Markov chain is used to model the
function of the traffic load, number of nodes, and parameterof  network delay depending on the traffic load of a network.
the communication protocol. Monte Carlo simulations valicate Each state of the Markov chain presents a particular delay
the analysis for different network and protocol parameters We distribution. However, the transition probabilities betn
show that the probability distribution of the delay is signifi- ) ! SO
cantly different from existing network models used for NCS the state and the delay distribution model of each state
design. Furthermore, the parameters of the communication are not explicitly defined to be used in practice. In [10],
protocol result to be critical to stabilize control systems a continuous probability density function (PDF) is used to
Keywords: Delay distribution, Wireless Personal Areamodel the random de|ay process in order to ana|yze the
Networks, Networked Control Systems, Markov chain.  stability of the NCS. Most studies describe the random delay
by an Independent and Identically Distributed (1ID) random
rocess with a known PDF. The PDF of the delay is known
priori in most methods. However, in practice, the network
elay depends on the traffic load, number of nodes, and

I. INTRODUCTION

The wireless technology has a tremendous potential
improve the efficiency of control systems [1]. The Wireles

Personal Area Networks (WPANS) have received consigy, ometers of the communication protocol, which typically
erable attention as major low data rate and low pow ary over time

star_ldard for _VVireI_es_s Sensor N_etwork (WSN) applications, This paper focuses on the IEEE 802.15.4 WPAN protocol,
forinstance, in building automation and process contrp| _[1 ecause it is becoming the most popular standard for low data
[2]. Networked Control Systems (NCSs) require pracuca?ate and low power WSNs in many application domains.

delay models in order to properly design the control stategn simulations-based study of the delay of WPANs has

Otherwise, the network delay can degrade the performance,f .\ .o no0sed 1111 without paving attention to delav iitter
NCSs and even destabilize the system [3], [4]. The networg prop [L1] haying v

.. . oeveral analytical models have been developed by using the
delay model_s currently used for NCSs can be classified iNfQarkov chain model of Bianchi [12] for Wireless Local
two categories: constant delay and vanab_le delay. Sev?%lea Networks (WLANS) [7]. The probability distribution
works in literature investigate the NCS design by assuming (1o delay for WLANS is investigated in [13]. A Markov

the constant delay model [4]. Although this technique i?hodel for WPANs based on Bianchi's model has been

useful for de_v.eloping.gontrol laws of NCSs, it fail; to assesproposed in [14]. However, the packet retransmission and
general stability CO”S""‘?'.” for random commun|ca_1t|on gsla the delay distribution are not considered. Our previouskwor
The random d_elay 3|gn|f|cant_l3_/ reduces the_ maximum aHOV\{'n [15] introduces a generalized Markov chain model for
able transfer interval to stabilize a NCS with resp_g:'ct to th e Carrier Sense Multiple Access with Collision Avoidance
constant_de_lay model [5]. In partllcular, the delay j|ttera_)f (CSMA/CA) mechanism of WPANs [2], but only average
network is difficult to compensate in control loops, espicia performance indicators are derived
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Fig. 1. Overview of the NCS setupV plants need to be controlled hy
controllers. The wireless network closes the loop from tessr nodes to
the controllers.

acknowledgement mechanism, unsaturated traffic load, and
packet size. These characteristics make the delay analfysis
WPANSs proposed in this paper different from the previous
results available from the literature.

Several parameters including the traffic load, number of
nodes, physical link quality, and network protocol paranet
significantly affect the network performance in terms of
reliability, delay, channel utility, and energy consuropti
The performance of NCSs is improved by tuning those
parameters, and several adaptive algorithms are develogéd 2. Markov chain model proposed in [15] for the CSMA/CAghanism
a.nd used in practice [16]. However, it .iS not always Posg(f)”\li\éiﬁNtisfngl.ote thatLs is the successful transmission time abd is the
sible to tune those parameters depending on the particular
scenario [16]. For example, changing the sampling period

of the plant and the number of sensor nodes attached to theeneratin ackets with probabiligy whereL, is an integer
plant is not a trivial task in the physical environment. Weg gp P 0 g

: L and .S, is the time unitaUnitBackoffPerioccorresponding to
illustrate the effect of communication protocol parameter o )

10 bytes. The data packet transmission is successful if an
on the performance of state feedback control systems.

The remainder of this paper is as follows. In Section II, Wéacknowledgement packet is received.

introduce the Markov chain model of CSMA/CA mechanism. AN accurate analytical model of the CSMA/CA mecha-
Section IIl analyzes the distribution of the service timel an"iSM was presented in [15], where we introduced a Markov

delay for successfully received packet. In Section IV, we vachain model for CSMA/CA mechanism. We build upon this
idate our analysis by Monte Carlo simulations. We also shoffodel to analyze the delay distribution in Section I
how different network parameters affect the performance of Let s(t),c(t) and r(t) be the stochastic process repre-

a control system. Section V concludes the paper. senting the backoff stage, the state of the backoff counter
and the state of retransmission counter at timeespec-
Il. MARKOV CHAIN MODEL tively, experienced by a node to transmit a packet, as

The problem considered is depicted in Fig. 1, wheréndicated in Fig. 2. By assuming independent probability
multiple plants are controlled over a WPANV plants that nodes start sensing, the stationary probabititthat
contend to transmit sensor measurements to the controltbe node attempts a first carrier sensing in a randomly
over a wireless network that induces time varying delays. Wehosen slot time is constant and independent of other
assume that the controller commands are always succgssfuibdes. It follows thats, ¢, ) results in a three dimensional
received by the actuator [1]. We consider a single ceMarkov chain. The protocol parameters are denoted by
wireless network, where every node can hear the other noddg = 2M2°MInBE ;. — macMinBE m;, = macMaxBEm =
of the network. We assume that a sensor node is attachedcMaxCSMABackoffs = macMaxFrameRetriesThe
to each plant. The CSMA/CA mechanism of WPANs isstates from(:,W,, — 1,j) to (i, Wy — 1,j) represent the
used to determine which sensor node accesses the wirelbaskoff states. Statd€)o, ..., Q,—1) consider the idle state
channel. The wireless channel is assumed to be perfect ahét the packet queue is empty and node is waiting for new
the collision may occur only when two (or more) framesacket arrival. Note that the idle statggo, ..., Qr,—1) take
are transmitted at the same time. Throughout this paper viigo account the unsaturated traffic condition. State8, ;)
consider control applications where nodes asynchronousind (i, —1, j) represent the first clear channel assessment
generate packets with probability- ¢, when a node sends a (CCA;) and second assessme&qtCA,), respectivelyo is
packet successfully, discard a packet or the samplingvatter the probability thatCCA; is busy, and3 is the probability
is expired. Otherwise a node stays fayS;, seconds without that CCA» is busy. If all nodes transmit with probability,



the collision probabilityP, is where S.(Z) = Z is the sensing timeC(’iﬂ(i) returns the

Pom1—(1—r)N k-th combination ofC,s(7) and Nf (i), Nj(i) returns the
_ ¢ . number ofa and (1 — &) in the combination, respectively.
where N is the number of nodes. The terfi. is the Proof: During the backoff process, the backoff timer

probability that at least one of theV — 1 remaining at j-th stage decreases by one unit time regardless of the
nodes transmit in the same time slot. Stated, %, j) and  channel stafe When the random backoff time of node is
(=2,k, j) consider the successful transmission and packetual to zero the node goes to sensing state. If the medium
collision. The probabilityr that a node attemptSCA; and s idle (with probabilityl — ) at CCA; then the node goes
the busy probabilities and are derived by solving the state to CCA,. If an ongoing transmission (with probability)
transition prObabiIitieS associated with the Markov Chaiﬁg detected7 the backoff exponent is increased by one and a
model [15]. In particular, we use the solutions7ofr and3  random backoff time is generated until the maximum number
to derive the probability distribution function of the se®  of stages is reached. The node repeats the same mechanism
time and of the delay to transmit a packet successfully. during the second sensing in Fig. 2. The total number of

I1l. DELAY ANALYSIS OF CSMA/CA MECHANISM combinations fori elements is equal t2° and are collected

In this section we give one of the core contribution of" the SetClg (0)- C‘];ﬁ(.l) ' ,?n_e qf the comblqat|on§ out
the paper, which is the derivation of the distribution of2f 2° €vents. The functioa V5 (i) gives the sensing fails at
the service timeT, and the distribution of the delag, Second sensing state from which Eqg. (4) follows.  m
experienced by a packet to be successfully received. Thesd\OW: We derive the PGF df’; andTy: o
distributions are discrete because the time unit of thedfack _ FroPosition 1: Let B(Z) be the PGF of the service time

timer is an integer given bgUnitBackoffPeriod T. Then,
We derive the distribution of; by its probability gener- n ) )
ating function (PGF)D(Z). Recall that the moments af,  B(Z) =S:(2) > Px(S;|th)Ci(Z) (Se(Z)
of any order and degree can be obtained by derivation of J=0
D(Z). For example, the mean and variancelpfare m AR
, Gi(Z)H;(Z Pr(C; U
E[(T, ~ E[T,]7] = D"(1) + D'(1) — (D'}, () - j
where’ indicates the derivative with respect t6. Same x| Ci(2)5.(2) ZGi(Z)Hi(Z) Gm+1(2)
argument applies for the derivation of the distribution of =0
T, by its PGF B(Z). The expression ofB(Z) is given x Hini1(Z) + Pr(F|U) (C(2)
by Proposition 1, andD(z) is provided by Proposition 2 L et
later in this section. Two intermediate technical resutes a x Se(Z)* > Gi(Z)Hi(Z) (5)
as follows: (a) the derivation of PGF of the random backoff i=0
process, (b) the derivation of the transfer function of sens where
fails due to the busy channel. Details follow in the sequel. PI(1 = P.)(1 — gmt1)itt
The PGF of the random backoff proceHs(Z) is given Pr(S;|U;) = —= CP @A , (6)
by the product from th® to thei-th stage of Fig. 2 as PiCL mL); _—
7 PI‘(CjV/ft) = < ]f Z/{ ’ ) (7)
Hy(2) = [[Wu(2), 3) r(th)
50 p (J—_'|u ) Pcn+1(1 _ xm+1)n,+1 (8)
T = )
whereW;(Z) is the PGF of the backoff time at theth: ' Pr(U)
2PWo1 Ma(2)' _ 1-7>Wo o my —m with,
WZ(Z) = Ijo p QVLWQ QZngnl_Z) - 0 1—(P.(1— m—+1\\n+1
{ fzobfl M;Sf) = 21,;(21_;) otherwise Pr(Uy) = 1(_6]2 a fxmjg) (1-P.+ P, ™t
where we used that/,(Z) = Z, because the decrement of 4+ PP — g tyntl 9)
backoff counter happens with probability Then, we have o
the following result: andGi(2) is given by Lemma 1. .
Lemma 1: LetC,z(i) be the set containing all the combi- ~ Proof:  The PGF of the service time is derived by

nations of choosing elements out of a set of busy channelconsidering the Markov chain given in Fig. 2. Whenever
probabilities {«, (1 — «)3}. Let S.(Z) be the PGF of the the node succeeds two CCAs, a transmission commences.
sensing time. Then the transfer function of the event of According to the probabilityP. of a collision seen by a
sensing fails due to the busy channel condition is packet being transmitted on the medium, the node has a
o probability 1 — P. to finish the transmission afte$;(7),

— ko(; N (i)+2NE (i)
Gi(Z) - Z Caﬁ(Z)SC(Z) ’ (4) INote that this mechanism is different from WLAN which sensies

k=1 channel state during the backoff time
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Fig. 3. Probability distribution of dela§f; for successfully received packets as a function of differember of nodesV = 10, 30 andm; = 5, 8 with
givenmg = 3, m = 4, n = 3 and a fixed length of packdt = 70 bytes.

and a probability P. to initialize the backoff procedure  The results provided us by the previous propositions are
until the maximum retransmission limit is reached afteused to derive the probability distribution function’if and
Cy(Z). Let S;,C; be the event of successful transmissiondy, as explained in Egs. (1) and (2).

and discarded packet due to channel access failure after Since D(Z) is a smooth function o¥, it can be written
collisions, respectively. Denote with the event of discarded as power series

packets due to retry limits antf; all the possible events 0o

S;,C;, F. By considering the normalization witfPr(4) D(Z) = ZPY(Td =i)Z°,

in (9), the probabilitiesPr(S; |, ), Pr(C;|Uy), Pr(F|U,) are i=0

given by Egs. (6), (7). (8), respectively. Since a packet i§nq \ye can obtain the mean value and variance of the packet
transmltted.e_lfter successful channel access durmg tWOSCCdeay T, from D(Z). The same argument applies for the
the probability for successful channel accessl is (a + service timeT},, which is derived byB(Z).

(1 —a)B)™*L. Note thatH,,1(Z), Gyny1(Z) consider the
random backoff process and sensing delay for discarded IV. SIMULATIONS AND NUMERICAL RESULTS

packets due to channel sensing fails, respectively. Wergleri  Here we first present extensive Monte Carlo simulations
the generalized state transition diagrétZ) for the packet tg validate our theoretical results based on the specifiesti
transmission process as shown in Figi27) is simply the  of the IEEE 802.15.4 [2]. We also investigate the effects of
signal transfer function from the start state to the endestafraffic load, number of nodes, length of the packet and the
as a function ofF;, a, 3, m,n and Z. B(Z) is given by the protocol parametergmg,my, m,n) in terms of delay7}.
sum of three terms: the first one is the successful packeyrthermore, we show the effect of protocol parameters on
transmission, the second and third terms consider the tingge stability of control systems.

period of discarded packet due to the channel access failure

and retry limits, respectively. Then, by including Eqgs, (3 A. Validation of Delay Distribution

and (6), the PGH3(Z) given in (5) follows. ] We validate the probability distribution for the delay
Proposition 2: Let D(Z) be the PGF of the packet delay T; of successfully received packets. We show that such a
T4 for successfully received packet. Then, probability distribution matches well the simulation risu

which means that we can compute the average and variance
of the delayT}; accurately, as discussed in Section Ill.

Fig. 3 shows the probability distribution of the deldy
as a function of different number of node$ = 10,30

m j+1 ¢ \
i Z H? Z = — , — , —
X <SC(Z)QZ G'(L )C[S )> : (10) and my 5,8 with given my 3, m 4. n 3
=0 k=0

D(Z) =8,(2) Y Pr(A;|A)Ci(2)

=0

S and a fixed length of packet = 70 bytes. We observe
that the analytical probability distribution predicts Wweie

where simulation results. The low traffig = 0.9 gives a distribution
_— g similar to a deterministic one. This is due to that the citis

Pr(A;| A,) = (1= P(1 —a™)) (Pe(1 —a™)) . probability is lower as traffic decreases and most of packets
! 1— (Py(1 — gmt1))"tt are successfully transmitted at the first backoff stageawith

(11) channel sensing fails or retransmissions. The saturaaéfattr

Proof: Let A; be the event of a successful transmissiog = 0 results in a heavy tail of the delay distribution due
at timej + 1 afterj collisions andA4; be event of successful to the high interference. Figs. 3(a), 3(b) show the effect of
transmission within the total attemptis The probability the number of nodes in terms of the delay. It is interesting
of 4; given that a node transmits packet successfully i® observe that as the number of nodes increases the side
obtained as (11). From Eg. (5), the PGF of packet delay fdobe increases. This is due to that as the traffic and number
successfully received packet follows after simple passagef nodes increase, the busy channel probabiity3 and

m collision probability P. are also increasing.
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with a given length of packet = 70 bytes and default parar_nete(nszo = parametersng = 3, my = 5,8, n = 0,3, m = 4 with given traffic load
3,mp = 5,m = 4,n = 3) compared to Pollin’s Markov chain model [14]. ; — o and packet sizd. = 70 bytes compared to Pollin’s Markov chain
model [14].

By comparing Figs. 3(a), 3(b) to 3(c), 3(d), we observe
thatm;, = 8 gives a longer tail tham,; = 5. The probability increases due to higher busy channel and collision prababil
of delay larger thars0 ms is almost zero form, = 5 while  for the limited number of retransmissions. We observe that
the probability of delay larger thafOms is still nonzero the average delay is linearly increasing when the traffid loa
for m, = 8. Hence, the tail form;, = 8 is much longer is low ¢ = 0.6. Recall that the traffie; = 0 models the
than the distribution ofn, = 5. The random backoff time saturated traffic. Note that the busy channel probabilities
increases for increasing;. As the traffic, number of nodes «, 5 and collision probabilityP, are mainly dependent on
and m; increase, the probability distribution has a longethe number of nodes at saturated traffic moglet 0. The
tail. Remark that the probability distribution of the delayaverage and variance of delay are saturated\for 50 due
is significantly different from the existing network modelsto high busy channel probability and collision probability
used for NCS design such as a Poisson distribution [5] aratidition, we observe a strong dependence between average

exponential distribution [17]. delay and variance of delay.
Fig. 6 illustrates the average delay as achieved by the
B. Effect of Network and Protocol Parameters analytical model and simulations as a function of the packet

We evaluate the average and variance of delay given #ize L = 30,70, 140 bytes with unsaturated traffic load=
Egs. (1) and (2), respectively, and analytical model [14] fo0.6 and default parameters. The good matching between the
different number of node®vV = 10,...,60, as a function analytical model and simulation results is evident. Observ
of traffic loadsq = 0,0.3, 0.6, whereas a fixed length of that the average delay is linearly increasing as the number
the packet and default protocol parameterg (= 3,m;, = 0f nodes increases when the length of packet is small, and
5 m =4,n = 3) are used. that the busy channel and collision probabilities decresse

Figs. 4 and 5 report the effect of the number of nodethe length of packet decreases. The accuracy of the model
on the average and variance of the delayas a function slightly decreases when the length of packets increases,
of the traffic load. In the figure, note that “Pollin” refers todue to the assumption of the independent channel access
the analytical expression which is derived from the Markowrobability in Section 1l. However, for control applicatis,
model in [14]. The analytical models of Egs. (1) and (2}he packet size is typically smaller than 20 bytes [1].
follow well the simulation results, while Pollin’s model $ia  Fig. 7 shows the average of the deldy as a function
weak matching since it does not consider retransmissions. different protocol parametersng = 3,m;, = 5,8, m =
Such a weak matching increases as the number of nodes: = 0,3) for saturated traffic model; = 0 and a



given length of packef. = 70 bytes. The analytical model
matches well the simulation results. As we have mentioned in
Section IV-A, the average delay increases as the parameter
my increases. This is due to that as the parametgrin-
creases the maximum random backoff time is also increasing.
Observe that the average delay is strongly dependent gn retr
limits n = 0, 3, even if we consider saturated traffic load.

C. Effect of the Network Parameter on Control Systems
In this section, we illustrate the effect of the protocol

Output

without delay vl
-——my= 3

ol my=7 v

- = my=8

o 0.5 1
Time (s)

parameter on the stability of a control system. We conside{g. 8. Effect of the packet delay distribution on a statedfzek control
a Linear Time Invariant (LTI) system, where each sensaiystem over a WPAN. The sampling periochis= 0.025, the packet size is

transmits measurements of a plant to a controller over
WPAN. We consider the state-space model given in [4]:

X(t) = [8 8] x(t) + m u(t) (12)
y(t)=[1 0]x() W
whereu(t) = —[25 10]x(t) is the feedback state control

decision. The delay of such a transmission is modeleéz]
statistically by the results given in the previous sectiofs
assume that all packets are successfully transmitted so
observe the pure effect of packet delay distribution on the
stability of the control system.

In Fig. 8, we compare the step response of the packet dela1§4/]
with different protocol parameters,y = 3,7,8, m, = 8,
n = 0, m = 4 with respect to ideal step response when[l
the delay is ignored at a fixed sampling peribd= 0.02s.
Recall that the packet delay distribution is heavily aféedby  [6]
the parameters of CSMA/CA mechanism as we observed in
Section IV-A and IV-B. The packet delay causes the closed[7
loop plant to be underdamped, resulting in larger oversimoot
the step response. Observe that as the CSMA/CA parameter

myg increases, the settling time of control system increases.
Moreover, the system is unstable when the parameger 8

due to a longer packet delay and higher delay variance. Thél
heavy tail of packet delay distribution degrades the stgbil ;,
of LTI systems. In [15], we show that the packet loss prob-
ability decreases as the parameies increases. However,
there is a tradeoff between the packet loss probability and
the delay jitter in WPANs. Therefore, the selection of thgi2]
parameter plays a fundamental role for the stability.

V. CONCLUSIONS [13]

In this paper, we characterized the probability distribuati
functions of the service time and the delay to receive packEi“]
successfully for the CSMA/CA mechanism of WPANs. The
explicit expression of the delay distribution is a functioh
the traffic load, number of nodes, length of data packets, atp!
protocol parametersmacMinBE macMaxBE macMaxCS-
MABackoffs macMaxFrameRetrigs Monte Carlo simula- [16]
tions validated the analysis. If the traffic load is very low

2o ) . . 17]
then the average delay is linearly increasing with the numbL
of nodes. The delay distribution is significantly different
from commonly used delay models of NCSs. Furthermore,
the protocol parameters affect the delay distribution dred t
performance of a state feedback control system.

]a:

andm = 4 and a number of node® = 10.

30 bytes with CSMA/CA parametersyg = 3,7,8, my = 8, n =0,
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